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Preface

This document provides deployment and implementation
information for the VMware vCenter Site Recovery Manager using
the Hitachi Storage Replication Adapter.

Please read this document carefully to understand the
deployment requirements for the VMware vCenter Site Recovery
Manager, and maintain a copy for reference.

This preface includes the following information:

Intended Audience

Product Version

Document Revision Level

Document Organization

Document Conventions

Convention for Storage Capacity Values
Getting Help

Comments
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Hitachi Storage Replication Adapter Software VMware vCenter Site Recovery Manager Deployment Guide



Intended Audience

This document is intended for VMware and Hitachi Data Systems storage
administrators who are involved in the deployment of the VMware vCenter
Site Recovery Manager.

This document assumes the following:

< The user has a working knowledge of Hitachi Data Systems storage
management tools including Hitachi Command Control Interface (CCI)
software.

« The user has an understanding of Windows systems, and if a Linux
server is intended for use as a CCI server, working knowledge of Linux
system administration.

Product Version

This document applies to the Storage Replication Adapter version 2.0, which
has a subcomponent RMSRA (RAID Manager Storage Replication Adapter)
version 01.00.08.

Document Revision Level

Revision Date Description
MK-09RM6745-00 April 2009 Initial release
MK-09RM6745-01 May 2009 This revision supersedes revision 00.

Changes in This Release

The following new information is included in this release of the document:
 Added instructions for enabling SPC-2 Mode.

Document Organization

The following table provides an overview of the contents and organization
of this document. Click the chapter title in the left column to go to that
chapter. The first page of each chapter provides links to the sections in that
chapter.

Chapter Description

Chapter 1, Planning | This chapter describes the pre-requisites for deployment of
for Deployment the VMware vCenter Site Recovery Manager with the
Storage Replication Adapter.

Chapter 2, This chapter provides instructions for the deployment of the
Deployment Storage Replication Adapter (RMSRA).
Vi Preface
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Document Conventions

This document uses the following icons to draw attention to information:

Icon Meaning Description

: Note Calls attention to important and/or additional information.
Tip Provides helpful information, guidelines, or suggestions for

Q performing tasks more effectively.

Caution Warns the user of adverse conditions and/or consequences
A (e.g., disruptive operations).

WARNING Warns the user of severe conditions and/or consequences
A (e.g., destructive operations).

Convention for Storage Capacity Values

Physical storage capacity values (e.g., disk drive capacity) are calculated
based on the following values:

1 KB = 1,000 bytes

1 MB = 1,0002 bytes
1 GB = 1,000° bytes
1 TB = 1,000% bytes
1 PB = 1,000° bytes

Logical storage capacity values (e.g., logical device capacity) are calculated
based on the following values:

1 KB = 1,024 bytes
1 MB = 1,024 KB or 1,024 bytes
1 GB = 1,024 MB or 1,0243 bytes
1 TB = 1,024 GB or 1,024% bytes
1 PB = 1,024 TB or 1,024° bytes
1 block = 512 bytes

Preface vii
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Getting Help

If you need to call the Hitachi Data Systems Support Center, make sure to
provide as much information about the problem as possible, including:

e The circumstances surrounding the error or failure
» The exact content of any message(s) displayed on the host system(s)

e The exact content of any message(s) displayed on the Storage
Navigator.

 The service information messages (SIMs), including reference codes
and severity levels, displayed by Storage Navigator.

See Collecting Information Before Contacting Customer Support on page 2-
28 for more information.

The Hitachi Data Systems customer support staff is available 24 hours a
day, seven days a week. If you need technical support, please call:

 United States: +1 (800) 446-0744
e Outside the United States: +1 (858) 547-4526

Comments
Please send us your comments on this document:
doc.comments@hds.com

Include the document title, number, and revision, and refer to specific
section(s) and paragraph(s) whenever possible.

Thank you! (All comments become the property of Hitachi Data Systems
Corporation.)

viii Preface
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Planning for Deployment

The Hitachi Storage Replication Adapter is the linkage between
the VMware vCenter Site Recovery Manager (SRM) application
and the Command Control Interface/RAID Manager software that
is used to manage data replication and data protection
operations. This new release of the Hitachi Storage Replication
Adapter supports the Universal Storage Platform family and
extends platform coverage to the Advanced Modular Storage
family and Advanced Modular Storage 2000 family.

This chapter describes the pre-requisites for deployment of the
VMware vCenter Site Recovery Manager with the Storage
Replication Adapter. The following topics are discussed:

O Deployment Requirements

O Responsibilities

O Deployment Planning Tasks

Planning for Deployment 1-1
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Deployment Requirements

This section describes the requirements to be completed before installing
the Hitachi Storage Replication Adapter.

The Hitachi Command Control Interface version 01-23-03/07 or later is
required. Supported Operating systems include:

e Windows

e Linux

e Solaris

e Solaris/x86
e HP-UX

e AIX

The RAID Manager Storage Replication Adapter (RMSRA) version 01.00.08
is required.

VMware Environment Requirements

Before installing the Hitachi Storage Replication Adapter 2.0, the following
VMware software must be installed on both sites:

< VMware vCenter Server, previously named VirtualCenter
< VMware vCenter Site Recovery Manager

Hitachi Software Requirements
Before completing the Site Recovery Manager deployment, the following
Hitachi software license keys must be installed:
1. On USP, NSC, USP V or USP VM storage systems:
a. Remote replication using TrueCopy and/or Universal Replicator

b. Optional: local replication on the recovery site using Shadowlmage
or Copy-on-Write

2. On AMS family of storage processors:
a. Remote replication using TrueCopy or TrueCopy Extended

b. Optional: when using TrueCopy, Shadowlmage or Copy-on-Write
may be utilized for the recovery site. TrueCopy Extended Distance is
not supported on AMS 200 or WMS 100.

NOTE: On Hitachi Adaptable Modular Storage, Hitachi Workgroup Modular
Storage F/W version 08-60/C or higher is required.

3. For all Hitachi storage, the Hitachi Command Control Interface must be
installed on both sites. This may be installed on either Windows or UNIX
systems. If Windows is used it must be installed on the same server as
the VMware vCenter Site Recovery Manager.

1-2 Planning for Deployment
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Enable SPC-2 mode

The Host Connection Mode 2 parameter “SPC-2 Mode” needs to be enabled
for VMware vCenter Site Recovery Manager and Hitachi Storage Replication
Adapter 2.0. It can, but is unnecessary, be enabled for a VMware Virtual
Infrastructure environment (VMware ESX/ESXi Server, VMware vCenter
Server) without using VMware vCenter Site Recovery Manager and Hitachi
Storage Replication Adapter 2.0.

issuing 1/0 (i.e. when virtual machines are powered on) on the

2 CAUTION! Do not enable SPC-2 Mode when ESX hosts are actively
VMFSs mapped to the host group(s).

Set Host Group Options for Hitachi AMS/WMS Systems

Perform the following steps to set the Host Group Options.

1. Set the following Host Group Options for Hitachi Adaptable Modular
Storage Systems (AMS/WMS), as shown in Figure 1-1.

< Platform: Solaris

- Alternate Path: not specified

e Failover: SunCluster

» Host Connection Mode 1: Standard Mode
» Host Connection Mode 2: all disabled

-1oix]
File “iew Settings Tools
o @ =& == W]
Component Status Logical Status |
=5 AMS1000 Eloptions |
|—’§§1 RAID Groups Platform Alternate Path Failover
(=2 Host Groups Solaris [not specified |SunCluster
—J—@ Port 04 1] I ]
@—_ﬁﬂ oo0:zo0a =
=-iaj] 001:ES¥1_1_HEAD Additional Parameters
—
—==J Logical Unit
B i
lﬁ—_q] 002:ESX1_2_HBA1 4 | L
@-_LIJ 003:ESK1_3_HEAD Hast Connection Mode 1
-] 004:ESK1_4_HBAT Standard Mode
-3 Fort 0B = v
-] 000:G000 Bl | - |
ﬁ—_hll 001:ESH1_1_HBA1 Host Connection Mode 2 W
@—_q] 002:ESx1_2_HBAD ASL Report Mode{Active/Passive) Disahle ﬂ
@—_q] 003:ESX1_3_HBA1 1 |ASL Report Mode(Activel/Active) Disahle
Fia]l 004:ES%1_4_HEAD Fort-ID Mo Report Mode Digable
[fJ—@ Port0C Fort-ID Conversion Mode Disable
EJ—@ Part 0D Tru Cluster Mode Disahble
-3 Port 1A Product Setial Response Mode Disahle
@—_.‘i] 000:G000 Same Mode Mame Mode Disahle
G-{ul 001:ESK1_1_HBA1 CCHS Mode Disahle
r-al] D0Z:ESH1_2_HBAD SPC-2 Mode [Enable
@—_q] 003:EEx1_3_HBA1 S-vOL Disahle Advanced Mode Dizahle w
F-iu]l 004:ESX1_4_HBAD <| I _’I
=& Part 1B
| g“_‘ﬂ 000:Goan LI Sirmple Setfting | Detail Setting |

Figure 1-1: Host Group Options for AMS/WMS systems

2. Set the SPC-2 Mode parameter to Enable for VMware vCenter Site
Recovery Manager and Hitachi Storage Replication Adapter 2.0.

Planning for Deployment 1-3
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Running virtual machines from VMFSs/LUNs

1-4

The procedure described below may also be used if you want to run virtual
machines from VMFSs/LUNs that have been replicated or copied using
Hitachi Universal Replicator, TrueCopy, TrueCopy Extended Distance,
Shadowlmage, Copy-on-Write, or when virtualizing storage systems with a
Hitachi Universal Storage Platform V or VM storage system.

Once an LU is formatted with the VMFS by an ESX host, it writes a signature
to the disk using information contained in SCSI inquiry page 83, including:

e Serial number of the storage system
e Internal LU ID (LDKC:CU:LDEV, LDEV)
e External LU ID (host LUN)

Whenever an ESX host has access to a VMFS, it reads and compares the
signature with its current view. If it does not match, the host disables access
to the VMFS (not the LU) by default and generates a warning similar to the
following in the event log and on the ESX Server console:

ALERT: LVM: 4941: vmhba0:0:1:1 may be a snapshot: disabling access. See resignaturing
section in the SAN config guide.

Enabling SPC-2 Mode changes the information provided in the SCSI inquiry
page 83, and VMware ESX/ESXi hosts will therefore treat the LU as a
“snapshot” LU.

Perform the following steps:
1. Shutdown Virtual Machines.

Shut down all virtual machines on all VMFSs mapped to the host
group(s) where SPC-2 Mode needs to be enabled.

2. Remove Virtual Machines from Inventory.

Remove all affected virtual machines from VMware inventory. Use
VMware Virtual Infrastructure Client to connect to either the ESX/
ESXi host directly or to VMware vCenter Server. Right click on each
virtual machine and choose Remove from Inventory.

x|

] E Are you sure you want to remove the selected virtual machines from the inventory?
.

Yes Mo I

Planning for Deployment
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3. Enable SPC-2 Mode.

In Storage Navigator Modular highlight the Options of the host
group, and click on Detail Setting.

Place a check next to SPC-2 Mode, and click OK.

Alternatively you may use Storage Navigator Modular Command Line
Interface to enable SPC-2 Mode using the following command:

auhgopt -unit unit_name -set -SPC2 ctl_no port_no group_no enable
Detail Setti ﬂ
[ ostions (petain

O -

[o01:Esx1 1 mBAD

ection Mode 1 ISta.ndard Mode vI

Haost Connection Mode 2

7 PortID Mo Report Mode [ |
[ Port-D Conwersion Mode

[T Tru Cluster Mode

[ Product Serial Response Mode

[ Same Mode MName Mode

[T CCHS Mode

¥ SPC-2 Made

[T 5-w0OL Disable Advanced Made -

oK Cancel

Planning for Deployment 1-5
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4. Enable Resignature.

On one ESX/ESXi host only (per VMFS), choose Host Configuration,
Advanced Settings, LVM and set the LVM.EnableResignature
parameter to 1, and click OK to enable resignaturing.

esxcfg-advcfg --set 1 /LVM/EnableResignature

x

[#- Config -
. Migrate L'VM EnableResignaturs Il
- Net Enable Volume Resignaturing
CQW Min: 1]
- Misc

- VMkernel Ma: 1
- Cpu
- User :
- NFS LVM DisallowSnapshotLun |1
- Numa Disallow access to snapshot LN if resignaturing is off. This is ignored if resignaturing is on.
- Irg o
TN Mir: 0
- Disk Mane: 1
- \MFS3
- BufferCache
. Sesi
- Mem
- LPage

Cancel Help
|é
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5. Rescan Storage

Choose Host Configuration, select Storage Adapters from the
Hardware list and click Rescan, then link. When a dialog box pops up,
add a check mark to the Scan for New Storage Devices check box, and
click OK.

6. Refresh Storage.

Choose Host Configuration, Storage and click on the blue Refresh
link.

All VMFSs should now be visible. The datastore (Identification) has
been renamed to “shap-xxxxxxxx-<original datastore name=".

Summary | Virtual Machines | Resource Allocation | Performance E®O0HNE Wl Users & Groups | Events | Permissions

TR Storage Refresh  Remove Add Storage..
Processors Identification . | Device | Capacity| Free | Type |:|
Memary E SAN_2 6 vmhba0:0:6:1 511.75 GB 511.13 GB wmfs3
o ) E snap-00000002-5AN_1 1 vmhbab:0:11:1 511.75 GB 502,38 GB wmfs3

L3
orege B snap-00000002-5AN_1.2 vmhban:0:12:1 51175 GB 51113 GB  vmfs3
Netwarking B snap-00000002-SAN_1 3 vmhbai:0:13:1 511.75 GB 510,13 GB wmfs3
Storage Adapters B snap-00000002-5AN_1_4 vmhbal:0:14:1 511,75 GB 510,13 GBE vmfs3
MNetwork Adapters E snap-00000002-5AN_1 5 wvmhba0:0:15:1 511,75 GBE 510.13 GBE wmfs3
E snap-00000002-SAN_1 6 wvmhba0:0:16:1 511.75 GB 511,13 GB wmfs3 LI
Software -
Details Properties...

Licensed Features

Toe e SAN_2_3 51175 GE Capacity
DNS and Routing Location:  fvmfs/volumes/46b1cof7-f2...
virtual Machine Startup/Shutdown 634.00 MB [ Used

511.13 GB Fi
Security Profile @ Free
System Resource Allocation Path Selection Properties Extents
fdvanced Settings Most Recently Used  Wolume Label:  SAN_2 3 vmhba0:0:3:1 512.00 ...
Datastore Name: S&N_2 3

Total Formatted Capacity 511.75 ...

Paths Formatting
Total: 4 File System: YMFS 3.21
Broken: 0 Black Size: 1 MB
Disabled: ]
Planning for Deployment 1-7
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7. Disable Resignature.

Choose Host Configuration, Advanced Settings, LVM and set the
LVM.EnableResignature parameter back to its default of O, and click

OK.
esxcfg-advcfg --set 0 /LVM/EnableResignature
5

- Config -
 Migrate LVM.EnableResignature Ig
- Net Enable Volume Resignaturing
- W Mn: 0
- Misg ’

- VMkernel Max: 1
. Cpu
- Ligar ;
- NFS LVM. Disallow SnapshotLun |1
- Numa Disallow access to snapshot LUN if resignaturing is off. This is ignored if resignaturing is on.
. Trg "
W Iin: 0
. Disk M |
. WMFS3
- BufferCache
. Sesi
- Mem
- LPage

OK I Cancel Help
|¢
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8. Rename the Datastores.

Rename the datastores to its old or original names and choose Host
Configuration, Storage, and click the blue Refresh link on each of the
remaining ESX hosts (cluster members) with access to the affected
VMFSs to make sure every ESX/ESXi host has been successfully
updated.

It might be necessary to go to Datastores in VMware vCenter and
remove any references left to the old or original datastore names
before renaming them.

Summary ' Virtual Machines ' Resource Allocation | Performance RGNl W Users & Groups ' Events | Permissions

Hardware Storage Refresh  Remove Add Storage...
Processors Identification - | Device | Capacity| Free| Type | ;I
Memory B san_1s vmhbal:0:16:1 511.75 GB 511.13 GB vmfs3
< H SAN_2 1 vmhba0:0:1:1 511.75 GB 511.13 GB vmfs3 |

» orage =
a B SAN_2 2 vmhbao:0:2:1 511.75 GB 511.13 GB wmfs3
Metworking B san2s3 vmhba0:0:3:1 511.75 GE 51113 GB wmfs3
Storage Adapters B san_z4 vmhbal:0:4:1 511.75 GB 511.13 GB vmfs3
Metwork Adapters E SAN_2 5 vmhba0:0:5:1 511.75 GB 511.13 GB wmfs3
E SAN_2 6 vmhbal:0:6:1 511.75 GB 511.13 GB wmfs3 LI
Software -
Details Properties...

Licensed Features

) SAN_2_1 511.75 GB  Capacity
DNS and Routing Location:  fvmfs/volumes/46b1c3bg-6...
Virtual Machine Startup/Shutdown 634.00 MB [ Used

511.13 GB Fi
Security Profile O Free
System Resource Allocation Path Selection Properties Extents
ndvanced Settings Maost Recently Used  Volume Label: SAN_2 1 vmhba0:0:1:1 512.00 ..
Datastore Mame: SAN_2 1

Total Formatted Capacity 511.75 ..

Paths Formatting
Total: 4 File System: WMFS 3.21
Broken: il Block Size: 1 MB
Disabled: il
Planning for Deployment 1-9

Hitachi Storage Replication Adapter Software VMware vCenter Site Recovery Manager Deployment Guide



9. Re-register Virtual Machines.

Browse each datastore for .vmx files (virtual machine configuration
files) and re-register each affected virtual machine by right-clicking
on the .vmx file and choosing Add to Inventory.

Command line tools (COS, Remote CLI) can be used to automate or
script this process (e.g. vmware-cmd -s register /vmfs/.../vm00/vm00.vmx)

[ Datastore Browser - [SAN_1_1] 10| x|
B s X @
Folders |Seard"| | [SAN_1_1] wvm0OO
= / Mame ) Size | Type | Modified | Path
@ CommandDevices @ vmid.nvram 8664 MNon-volatile. 02.08.2007 16:41:05 [SAN_1_1] vm00
{7 vmoo £ vmi0.vmdk 1073741 VirtualDisk  02.08.2007 15:46:59  [SAN_1_1] vm00
- vmo1 vm00.vmsd 0 File 02.08.2007 15:46:57  [SAN_1_1] vm00
) vmoz 1 vm00.vmx 1428 Virtual Mach... 02.08.2007 16:41:51 [SAN_1 1] vm00
) vmo3 vmO0.vmxf 248 File 02.08.2007 16:41:51  [SAN_1 1] wmi00
- vmo4 vm00-561c4d91vs.. 2684354 File 02.08.2007 16:40:41  [SAN_1_1] vm00
g vmgg [ wmware.og 16355 Virtual Mach... 02.08.2007 16:42:05 [SAN_1_1] vm00
vml
| |

1 object selected 1.39 KB

1-10 Planning for Deployment
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10. Add to Inventory Wizard.

Provide a name for the virtual machine and select its location in the
inventory panel.

1= Add to Inventory Wizard ;IEI il

What do you want to call this virtual machine and where do you want it located?
Select a Name and Location for this Virtual Machine.

Namgan-d Folder Provide a name for the new virtual machine and select its location in the inventory panel below.

Host / Cluster Virtual machine names can contain up to 80 characters, but they must be unique within each
| inventory folder.

Virtual Machine Name:
IvaD

Virtual Machine Inventory Location:
= ﬂ Datacenters
i | Datacenter
@ Discovered Virtual Machine

Help | = Back | MNext = I Cancel |

A

11. Select the Host or Cluster.

Select the Host or Cluster where you want the virtual machine to run.

=) Add to Inventory Wizard 10| x|

Select the Host or Cluster
0On which host or cluster do you want to run this virtual machine?

Mame and Folder
Host | Cluster

5 Datacenter

Z = Ef? Gold Farm

i ffj Cluster1
i

= Ef? Silver Farm

f Cluster3

fff Cluster4

Help | % Back | Next = I Cancel |

4
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12. Select a Resource Pool.

Select the resource pool where you want to run the virtual machine.

Iy

(3 Add to Inventory Wizard ;IQIEI
Select a Resource Pool

Within which resource pool do you want to run this wirtual machine?

Name.anﬂ Select the resource pool within which you wish to run this virtual machine.
Haost [ Cluster
Resource Pool

eady to Complet

Resource pools allow hierarchical management of computing resources within a host or cluster.
Virtual machines and child pools share the resources of their parent pool.

Bl ff Cluster2
& |Resource Pool 1

Help | < Back | Mext = I Cancel |

13. Finalize.

Click Finish. The virtual machine should now appear in the inventory
view.

I'? Add to Inventory Wizard 2 | Dlﬂ
Ready to complete the Register Virtual Machine wizard
Are these the options you want to use?

Name and Folder When you dlick Finish, a task will be started that will register this virtual machine.
Host / Cluster
Resaurce Paol The virtual machine will be registred with the following options:
Ready to Complete Name: vm0D
Folder: wm
Hest/Cluster:  Cluster 2
Specific Host:

Resource Pool: Resource Pool 1

You will not be able to use or edit the virtual machine until the task completes. If the task
& invalves creation of a virtual disk it could take several minutes to complete.

Help | < Back | Finish I Cancel |

4
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14. Start the Re-registered Virtual Machine.
Choose Keep and click OK.

(%) virtual Machine Question =lof x|

Virtual Machine Message

msg.uuid.moved:The location of this virtual machine's configuration file has changed since
it was last powered on.

If the virtual machine has been copied, you should create a new unigue identifier (UUID).
Ifit has been moved, you should keep its old identifier.

If you are not sure, create a new identifier,
What do you want to do?

" Create

{* Keep

i~ Always Create

i Always Keep

" Cancel

15. Repeat these steps for every VMFS.

Set Host Group Options for Hitachi AMS 2000 Family

Set the following Host Group Options for the Hitachi Adaptable Modular
Storage Systems 2000, as shown in Figure 1-2.

e Platform: VMware

e Middleware: not specified

e Common Setting: Standard Mode

e Additional Setting: all disabled (unchecked)

Planning for Deployment 1-13

Hitachi Storage Replication Adapter Software VMware vCenter Site Recovery Manager Deployment Guide



1-14

reate Host Group

osoft Internet Explorer

H=l

HITACHI

Host Group Property

Create Host Group

Enter the information for the host group to be created.

* Host Group o 001

From 1 ko 127

* Create to:

Options:

32 characters or lzss (alphanum
nkrorrae i foerirsuieiiok

(- O DR OR R S S

WS Logical Units

* Marne: [Es%0_n_reAn

ric characters,

Platform:  VMuwars

Middlzware: not specified

Options

Select or check optiens for hast group.
Mads setting iz deared and sat agsin sutornstically when platform or middiawars are sstted,

Platform: [Vnmware

Mode Settings:

Additional Setting:

* Required fisld

o] Middlewsre: [ror spacified 2]

Common Setting: [Sandard Mode =

Enable HP-Uk Mode:

Enable PSUE Read Reject Mode:

Enable Mode Parameters Changed Hotification Mode:

Enable MACA Mode:
Enable Task Management Isolation Mode:
Enable Unique Reserve Made 1:

Enable Port-1C Conversion Mode:

Enable Tru Cluster Mode:

Enable Product Serial Response Mode:
Enable Sarme Hode Mame Mode:

Enable CCHE Mode:

Enable Inquiry Serial Hurber Canversion Made:

Available Ports

-
¥ oA
O oe
r oc
r oo

M ves
I~ ves
M ves
I~ ves
M ves
I~ es
M ves
I~ es
M ves
I~ es
M ves
I~ es

Port

|g] Done

@ G
.

[T NEroudimenet 4

Figure 1-2:

Host Group Options for Hitachi Adaptable Modular Storage

2000 Family
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Responsibilities

The responsibilities for installation planning are shared by the customer and
the Hitachi Data Systems account team. The required installation planning
tasks must be scheduled and completed to ensure successful and efficient
deployment of the Storage Replication Adapter 2.0.

Customer Responsibilities

You are responsible for providing customer-supplied hardware required for
the Storage Replication Adapter.

Hitachi Data Systems Responsibilities

Your Hitachi Data Systems account team will assist you throughout the
installation planning process.

The Hitachi Data Systems account team is responsible for:

e Assisting you as needed during the installation planning process for
your specific site and operational configuration

« Coordinating Hitachi Data Systems resources to ensure a successful
installation and configuration

Deployment Planning Tasks

You, the customer, are responsible for performing the following tasks, with
assistance as needed from the Hitachi Data Systems account team, to
prepare for deployment of the VMware vCenter Site Recovery Manager:

1. Read this document carefully to understand the installation
requirements for the VMware vCenter Site Recovery Manager and
Storage Replication Adapter.

2. Provide the customer-supplied hardware required for installation
and configuration.

3. Work with your Hitachi Data Systems account team during the
deployment planning process.
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Deployment

This chapter provides instructions for the deployment of the RAID
Manager Storage Replication Adapter (RMSRA, or simply SRA).
The following topics are discussed:

O Verify the Hitachi Storage Replication Adapter version
Upgrade to the Hitachi SRA 2.0

Installing the SRA 2.0

Storage Replication Adapter 2.0 Options

RAID Manager CCl HORCM Configuration Considerations
Scenarios

Creating Shadowlmage Pairs

Environment Variables

Configuring Array Managers in Site Recovery Manager

Recovering from a Failover

I I I e L I I I =

Troubleshooting the SRA 2.0
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Verify the Hitachi Storage Replication Adapter version

The CCI comes with an earlier version of the Storage Replication Adapter.
You will need to verify which version is installed on your system. The
following topics are covered in this section:

O Checking the version on a Windows Server

O Checking the version on a Linux CCI Server

Checking the version on a Windows Server

If you are running CCI on a Windows server, follow these steps to check the
Storage Replication Adapter version:

1. Log in to the Windows server that is running SRM and CClI as an
administrator.

2. Open a command prompt window.
3. Navigate to the c:\HORCM\etc folder.
4. lIssue the following command:

rmsra -h
Note the version number information that is displayed, for example:
Ver&Rev: 01.00.04

5. Navigate to the C:\Program Files\VMware\VMware Site recovery
Manager\scripts\SAN\RMHTC folder.

6. Issue the following command:

rmsra -h

Note the version number information that is displayed, for example:
Ver&Rev: 01.00.08

7. If the version numbers do not match or do not exist, as in the examples
in this procedure, copy the rmsra.exe file from the RMSRA directory to
the c:\HORCM\etc directory.

If both version numbers match and are equal to or greater than version
01.00.08, no action is needed.

Checking the version on a Linux CCI Server

2-2

1. Log in to the Linux CCI server as root.
2. Navigate to the /HORCM/usr/bin directory.

3. lIssue the following command to display the version number of RMSRA
that was installed with CCI:

./rmsra -h

Deployment
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Note the version number information that is displayed, for example:
Ver&Rev: 01.00.04

4. Using FTP, copy the rmsra.linux file from the SRA installation folder on
the Windows SRM server to the /HORCM/usr/bin directory on the Linux
server that is running CCI.

5. lIssue the following command to make the rmsra.linux file executable:

chmod +x rmsra.linux

6. Issue the following command to display the version number of RMSRA
that was installed with the SRA:

/rmsra.linux -h
Note the version number information that is displayed, for example:
Ver&Rev: 01.00.08

7. If the rmsra.linux version is newer than the rmsra version, or does not
exist, as in the example in this procedure, rename the rmsra.linux file to
rmsra.

If the rmsra version is newer than the rmsra.linux version, no action is
needed.

Upgrade to the Hitachi SRA 2.0

You will need to perform an upgrade to the Hitachi Storage Replication
Adapter 2.0 if the Storage Replication Adapter 1.0 is already installed.

The following topics are discussed in the section:
O Upgrading the RAID Manager CCI

O Upgrading the Storage Replication Adapter

Upgrading the RAID Manager CCI

The RAID Manager CCI needs to be upgraded to 01-23-03/06 or later. Check
the version of your install by executing any CClI command using the -h
option. For example:

raidscan -h

Perform the following steps if the CCI is an older version.

1. Remove the HORCM services on the Site Recovery Manager server by
issuing the following commands:
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cd \HORCM\tool
net stop HORCM<X>
svcexe /S=HORCM<X> /D

2. Upgrade the CCI according to the installation steps in Chapter 3 of the
Hitachi Command Control Interface User and Reference Guide.

3. Replace the HORCM services by issuing the following command:

C:\HORCM\tool\svcexe /S=HORCM<X> /A=C:\HORCM\Tool\svcexe.exe

<X=> is the HORCM instance number.

Upgrading the Storage Replication Adapter

Follow these steps to upgrade from Storage Replication Adapter version 1.0
to version 2.0:

1. Open the Windows Control Panel.
2. Click Add or Remove Programs.

3. Select Hitachi Storage Replication Adapter 1.0 from the list of currently
installed programs.

4. Click Remove.
5. Open an Explorer window.

6. Navigate to the folder C:\Program Files\VMware\VMware Site Recovery
Manager\scripts\SAN\

7. Right-click on the Hitachi Storage Replication Adapter folder and click
Delete.

8. Install the Storage Replication Adapter 2.0. See Installing the SRA 2.0.

Installing the SRA 2.0

24

Download the Storage Replication Adapter from the VMware website once
the Site Recovery Manager has been installed. After the Storage Replication
Adapter is downloaded it is installed on the Site Recovery Manager servers
on both the protected site and recovery site. In addition the RMSRA

executable on the RAID Manager CCI installation will need to be updated.

1. Select the file RMHTCSRA.exe that was downloaded from VMware.

2. Verify the location of your VMware vCenter Site Recovery Manager
Installation (change the installation folder if necessary).

3. Click Install.
4. When the install finishes, click Finish.

5. After the Storage Replication Adapter is installed, the Site Recovery
Manager service will need to be restarted.

a. Right click on My Computer and select Manage.
b. Click on Services and Application then select Services.

c. Locate VMware Site Recover Manager and click Restart.
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Storage Replication Adapter 2.0 Options

Storage Replication Adapter 2.0 can be configured to utilize either the
TrueCopy/Hitachi Universal Replicator S-VOL or an additional snapshot
volume for the purpose of testing failover without disrupting primary
replication. This snapshot can be taken on the recovery site only with
Shadowlmage or Copy-on-Write. The Storage Replication Adapter 2.0
searches for a snapshot volume at mirror unit MU#0 by examining the
HORCM pair groups and the status of these pairs. For a mirror unit other
than MU#0O, the environment variable RMSRATMU can be set.

If you use the TrueCopy or Hitachi Universal Replicator S-VOL (this is the S-
VOL of the primary replication between protection site and recovery site) for
testing failover, the failover test disrupts the remote replication. In addition,
during the resynchronisation between the protection site and the recovery
site after test failover, changes are applied from a bitmap and are out of
order. The consistency of the S-VOL is compromised during this time and a
real failover is not possible if a failure on the P-VOL occurs. Test failovers in
this scenario are best done during an application outage.

If a mirror unit other than MU#0 is set, and a snapshot does not exist at
that mirror unit, the TrueCopy or Hitachi Universal Replicator pairs are used
for testing failover.

RAID Manager CCl HORCM Configuration Considerations

Keep these considerations in mind when creating the TrueCopy, Hitachi
Universal Replicator or TrueCopy Extended pairs as well as the optional
Shadowlmage or Copy-on-Write pairs.

- If you use Shadowlmage software, the mirror unit number must be
implicitly specified in the horcm<X=>.conf file.

e Shadowlmage S-VOLS should be configured using horcmX+1.conf.
< Shadowlmage must be created using the following command options:

paircreate -g <grp> -m grp -fq quick -v<I/r>
- If Copy-on-Write is used, do not use the -fq quick option.
e -m grp creates a consistency group for all LUNs in the pair group.

« -fg quick allows for Shadowlmage quick split.

< Shadowlmage S-VOLs must be mapped on the same Fibre Channel port
as the P-VOLs.

ESX derives the UUID of the datastore from the WWN of the LU. Because
this WWN is different if the S-VOL is on a different Fibre Channel port, the
UUID does not match and the datastore is not attached to the virtual
machine. As a workaround, place a dummy Shadowlmage S-VOL on the P-
VOL port to describe this port to ESX.

« If TrueCopy sync is used, the fence level must be set to data to ensure
that horctakeover succeeds. Use the following command to set the
fence level:
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paircreate -g <grp> -vl -f data

A fence level of data should be utilized when using TrueCopy for remote
replication:

paircreate -g <grp> -f data -vl
Example of HORCM Configuration Files
It is best practice to name the devices the same as the datastore contained

on the LU. Figure 2-1 illustrates the device naming conventions and
Figure 2-2, Figure 2-3 show code samples.

VM1

Datastore 1

. TrueCopy \
Or \
Universal Replicator N
o Shadowlmage
\\
Y
VM2
TrueCopy
Or
Universal Replicator
4 Shadowlmage

TrueCopy

Or
Universal Replicator
> Shadowlmage

Figure 2-1: Device Naming Conventions
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#UnitID 0 (Serial#10226)

#iset HORCMINST=1
#UnitlD 0 (Serial#10033)

HORCM_MON
#set HORCMINST=0

#ip_address service poll{10ms) timeout(10ms)
HORCM_MON

rm-srm-recovery  horecm1 1000 4000
#ip_address service poll{10ms) timeout(10ms)
rm-srm-protected  horem0 1000 4000

HORCM_CMD

#dev_name
HORCM_CMD

ACMD-10226
#dev_name

HORCM_LDEV
WMCMD-10033

#HUR LDEVs

#group Device serial#  LDEV
HORCM_LDEV

VM1 VM1 _Dev_1 10226  O0x0a00
#group P-VOL #iserial  S-VOL

VM1 VM1_Dev_2 10226  0x0a01
VM1 VM_1_Dev_1 10033 0x0A00

VM2 VM2 10226  0x0a03
VM1 VM_1_Dev_2 10033 Ox0AO1

VM3 VM3 10226  Ox0a04
VM2 VM_2 10033  0x0A03

#5| SRM LDEVs
VM3 VM3 10033 0x0AO04

#group Device serial#  LDEV MU
HORCM_INST

S1-VM1 SI-VM1_Dev_1 10226  Ox0a00 0
#group device instance

SI-VMm1 SI-VM1_Dev_2 10226  O0x0a01 0
VM1 rm-srm-recovery  horcm1

Sl-vMz2 SI_VM2 10226  0x0a03 0
VM2 rm-srm-recovery  horcm1

51-VM3 SI_VM3 10226  Ox0a04 0
VM3 rm-srm-recovery  horem1

HORCM_INST

VM1 rm-srm-protected  horem0

VM2 rm-srm-protected  horem0

VM3 rm-srm-protected  horem0

S1-VM1 rm-srm-recovery  horcm2

Sl-vmz2 rm-srm-recovery  horcm2

SI-VM3 rm-srm-recovery  horcm2

Figure 2-2: Relationship between Protected Site
C:\windows\horcmO.conf and Recovery Site C:\windows\horcm1.conf
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#UnitlD 0 (Serial#10226)
HORCM_MON
#ip_address service poll(10ms) timeout(10ms)

rm-srm-recovery  horem2 1000 4000

HORCM_CMD

#dev_name dev_name dev_name
WACMD-10226

HORCM_LDEV

#S| SRM LDEVs

#group Device serial#  LDEV
SI-VM1 SI-VM1_Dev_1 10226  0x0c00
SI-VM1 SI-VM1_Dev_2 10226  0x0c01
Sl-Vm2 SI_vMm2 10226  0x0c03
SI-VM3 SI_VM3 10226  Ox0c04
HORCM_INST

#group device instance

SI-VM1 rm-sra-recovery  horcm1

Sl-VM2 rm-sra-recovery horem1

SI-Vvm3 rm-sra-recovery  horcm1

Figure 2-3: Recovery Site C:\windows\horcm2.conf

Shadowlmage devices must contain the MU parameter; in this case MU#0
is used. If MU#1 or MU#2 are used, the variable RMSRATMU must be set
using the following command:

setx RMSRATMU 1 /m

A NOTE: The SRM server must be rebooted after this command is issued.

This HORCM instance must be the primary instance number plus 1. In this
example, the primary instance number is 1 and the secondary instance
number is 2.
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Scenarios

With the Hitachi Storage Replication Adapter 2.0, remote replication on
enterprise storage subsystems can be done using TrueCopy or Hitachi
Universal Replicator. With Adaptable Modular Storage subsystems, remote
replication can be done using TrueCopy or TrueCopy Extended. However,
only TrueCopy supports Shadowlmage or Copy-on-Write while TrueCopy
Extended Distance does not allow either Shadowlmage or Copy-on-Write.
Local replication on the recovery site can be done using Shadowlmage or
Copy-on-Write on either class of subsystem. For Adaptable Modular Storage
subsystems only one Shadowlmage or Copy-on-Write pair may be in PAIR
status at one time and only with TrueCopy. The Shadowlmage or Copy-on-
Write copy provides the ability to test failover without disrupting the
primary replication.

Using TrueCopy or Hitachi Universal Replicator with Shadowlmage

SRM can utilize a Shadowlmage copy or Copy-on-Write for test failover. This
additional point-in-time (PIT) copy allows the TrueCopy or Hitachi Universal
Replicator copy to remain in sync during the test failover; facilitating testing
of the disaster recovery plan without interruption of protection. The
recovery point objective remains the same during test failover.

To execute a test failover using a Shadowlmage copy, create a
Shadowlmage copy using MU 0 and include this in the HORCM configuration
as seen in Figure 2-2 on page 2-7. By default, RMSRA executes the test
failover on the Shadowlmage copy. Figure 2-4 shows an example of using
TrueCopy or Universal Replicator in conjunction with Shadowlmage.

Protected Site Recovery Site
TrueCopy o
Universal S-VoL
Replicator

Shadowlmage

Figure 2-4: TrueCopy or Universal Replicator use with Shadowlmage
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Using TrueCopy or Hitachi Universal Replicator Only

Site Recovery Manager can utilize the TrueCopy or Hitachi Universal
Replicator S-VOL for test failover and failover without the additional
Shadowlmage volume on the recovery site. In this case, during test failover
the recovery site S-VOL is not available for failover. In addition, updates are
applied from the bitmap and out of order during resynchronization of the
replication after test failover is complete. The S-VOL is not available for
failover until these updates are complete. Figure 2-5 shows an example
where TrueCopy or Universal Replicator is used alone.

Test failover utilizes the remote replication S-VOL if one or more of the
following conditions are met:

 The storage processor does not contain a Shadowlmage license
e The variable RMSRATMU is set to a Shadowlmage MU that does not

exist
Protected Site Recovery Site
TrueCopy 2
>
Universal S-VOL
Replicator

Figure 2-5: Using True Copy or Universal replicator only

For more information, see Environment Variables on page 2-15.

2-10 Deployment

Hitachi Storage Replication Adapter Software VMware vCenter Site Recovery Manager Deployment Guide



Mixing

Figure 2-6 shows a scenario in which Virtual Machine 1 has a service level
agreement (SLA) of 6/24 and a planned outage every week. Test failover
can be executed during this planned outage and therefore an additional
Shadowlmage copy is not required. Virtual Machine 2 has an SLA of 7/24
and cannot suffer a planned outage for testing failover. Testing failover on
Virtual Machine 2 is critical to meeting the SLA.

Site Recovery
Manager

Virtual Machine 1
SLA6/24
Planned outage
once/week

Virtual Machine 2
SLA7/24
No planned
outage

Protected Site

Recovery Site

TrueCopy

\

Protected Site

S-VOL

Recovery Site

TrueCopy

S-VOL

Shadowlmage

S-VOL
MU#1

Figure 2-6: Mixing scenario with different hosts

RAID Mgr CClI HORCM Mixed Scenario Configuration Considerations

Refer to Figure 2-7, Figure 2-8, Figure 2-9 and keep these considerations in
mind when using this mixed mode configuration:

« Virtual Machine 1 contains a TrueCopy pair group.

+ Virtual Machine 2 contains a TrueCopy pair group and a Shadowlmage
pair group using MU#1.

Deployment
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VM1

Datastore 1

A J

TrueCopy
Or
Universal Replicator

Y

VM1

Datastore 1

Figure 2-7: Device Naming Conventions
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gifreesarnesanrrarrreass] ocal Host /
HORCM_MON

HORCM_MON
#ip_address service poll{(10ms) timeout(10ms)

#ip_address service poll(10ms) timeout(10ms)
rm-srm-protected horcm0 1000 3000

srm-recovery horcm1 1000 3000

i rersenannnnapa, HORCM_CMD bbddebbddl b dbd bbbl b b L]
f[rrerrernanns Lo, HOROM_CMD ARERREREERRAR SRR RN AR

HORCM_CMD

HORCM_CMD
#dev_name

#dev_name
WACMD-10226

WACMD-10033

[ raseararriariRaas Dop HORCM_LDEV EREREARRRAARR R R R SRR
7Y iakaiclododviodelolobubldsbodol Ll =1 1o HORCM_LDEV L] ]

HORCM_LDEV
- HORCM_LDEV

#dev_group dev_name  Serial# LDEV# MU# )
- #idev_group dev_name  Serial# LDEV# MU#

VM1 Datastore1-1 10226  Ox0000

VM1 Datastore1 10033  00:00
VM1 Datastore1-2 10226  0x0001 VM2 Datastore? 10033 00:01
VM2 Datastore2 10226 0x0002

Sl-VvM2 Sl-Datastore2 10033 00:01 1
#}I*#Rﬁil‘&aﬂ*klﬁ*k!‘*k! For HORCM_INST IJ
HORCM_'NST #qu"*n-n"wwnu« For HORCM_INST !
#dev_group ip_address service HORCM INST
VM1 rm-srm-recovery horem1 #dev_group ip_address  service
M2 rm-srm-recovery horcm1 VM1 srm-protected horcm0

VM2 srm-protected horcmO

Sl-vMm2 srm-recovery  horem2

Figure 2-8: Relationship between Protected Site HORCM
C:\windows\horcmO.conf and Recovery Site HORCM
C:\windows\horcm1.conf
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HORCM_MON
#ip_address service poll{10ms) timeout(10ms)
srm-recovery horem2 1000 3000

#i"‘*‘u**"*‘*FOf HORCM_CMD Aii:**:tt‘ti*t:ii:t*:t!
HORCM_CMD
#dev_name

WACMD-10033

#}!ktﬁﬂaiﬂtt*kt*kt*i* For HORCM_LDEV J|'
HORCM_LDEV
#dev_group dev_name  Serial# LDEV# MU#

SI-VM2 Sl-Datastore2 10033 00:02

#ftnttatt:ti:tt:tt‘ttt For HORCM_INST ‘f
HORCM_INST
#dev_group ip_address service

SI-VMm2 srm-recovery horecm1

Figure 2-9: Recovery Site HORCM C:\windows\horcm2.conf
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Creating Shadowlmage Pairs

Follow these requirements when creating the Shadowlmage pairs for
deployment on Storage Replication Adapter 2.0:

< Shadowlmage software must use consistency groups using the
command option -m grp

« Split mode must be set to quick using the command option -fq quick
« Use the following command to create the local replication pairs

paircreate -g <grp=> -vl -m grp -fq quick

- If Copy-on-Write is used, do not use the -fq quick option

Environment Variables

The Storage Replication Adapter 2.0 must be configured to look for MU#1
for the Shadowlmage copy. If Storage Replication Adapter 2.0 looks for
MU#1 on virtual machine 1 during testFailover and does not find it, the
TrueCopy pair is suspended and used for testFailover. If Storage Replication
Adapter 2.0 looks for MU#1 and locates it at HORCM instance <X>+1, the
Shadowlmage copy is suspended and used for the test failover.

Channel port as the Shadowlmage P-VOL or the UUID on the datastore
changes. ESX cannot attach it to the shadow virtual machine for test
failover unless the UUID matches.

f NOTE: The Shadowlmage S-VOL must be presented on the same Fibre

Setting Environment Variables on the SRM Host

Follow these steps to set the environment variables on the SRM host:

1. lIssue the following command to set the SplitReplication parameter to
equal true:

setx SplitReplication true /m

2. lIssue the following command to set the RMSRATMU parameter to 1:

setx RMSRATMU 1 /m

3. Reboot the SRM host.
4. Verify that the variables are set correctly using the Set command.

5. Optional setting: If CClI is installed to another drive (e.g. E:), then use
the HORCMROOTD variable:

setx HORCMROOT E: /m

The default timeout value for failover using UR/Async is 60sec. This can be
changed using RMSRATOV variable:

setx RMSRATOV 120 /m

If CCl is installed on the SRM host, no more changes are required. Follow
the steps in the next section if CCl is installed on a UNIX host.
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Setting Environment Variables on a UNIX Host

SRM will telnet as root to the UNIX host to execute RMSRA commands. Use
the root user profile to set these variables, that is, /root/.bash_profile,
in Linux or /.profile for HP-UX. Use the appropriate root user profile for
your default shell. Insert the following lines in this file.

* SplitReplication=true

= export SplitReplication

 RMSRATMU=1

* export RMSRATMU

Log out and back in and use the env command to verify that these variables
are set correctly.

Configuration is now complete. When testFailover is executed on virtual
machine 1, the TrueCopy pairs are suspended and utilized for testing. When
testFailover is done on virtual machine 2, the Shadowlmage pairs at
MU#1 are suspended and utilized for testing.

Configuring Array Managers in Site Recovery Manager

2-16

The VMware vCenter Site Recovery Manager Array Manager (i.e. the Hitachi
Storage Replication Adapter 2.0) configuration varies depending on the
location of CCI/RAID Manager.

If the Windows version of CCI/RAID Manager is used it has to be installed
on the VMware vCenter Site Recovery Manager on both sites; the protection
site, and the recovery site. This means VMware vCenter Site Recovery

Manager, Hitachi Storage Replication Adapter 2.0, and CCI/RAID Manager
have to be installed on the same server running Windows, and the Hitachi
Storage Replication Adapter 2.0 will communicate locally with the CCI/RAID
Manager. See When CCI Resides on the Windows SRM Server on page 2-17.

If the UNIX version of CCI/RAID Manager is used the VMware vCenter Site
Recovery Manager Array Manager (i.e. the Hitachi Storage Replication
Adapter 2.0) can be configured to remotely communicate (via telnet) with
the CCI/RAID Manager instance(s). See When CCI resides on a Linux Server
on page 2-17. In this latter case only, the VMware vCenter Site Recovery
Manager and the Hitachi Storage Replication Adapter have to be installed on
the same server, and CCI/RAID Manager may run on separate (remote)
UNIX host(s). This would allow to run a centralized UNIX CCI/RAID Manager
host instead of running UNIX CCI/RAID Manager hosts for each site,
protection site, and recovery site. Hitachi Data Systems does not
recommend running a centralized CCI/RAID Manager host for redundancy
reasons.
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When CCI Resides on the Windows SRM Server
Follow these steps to configure the array manager when CCI resides on the
SRM server:
1. Enter the display name that describes the configuration.

2. Select Hitachi Storage Replication Adapter 2.0 from the drop down
menu.

3. In the Alias field, enter HORCMINST=<instance_number=>.

For example, if your HORCM instance is 0, enter HORCMINST=0.

4. Enter any information in the Username and Password fields and click
Connect.

These fields are required, but are not used for local HORCM configurations.
A dummy user name and password can be entered.

The SRM function discoverArrays runs. The storage processor serial
number appears under Array ID, and the microcode version appears under
Model.

5. Click OK.

The SRM function discoverLuns runs and identifies the number of
replicated LUs in the HORCM instance. In addition the LDEV number (in
decimal) and the Peer Array serial number are discovered. In the display
shown under Replicated Array Pairs: only the Peer Array serial number is
shown.

6. Configure the recovery site using steps 1 through 5 above for the
protected site.

the configuration is correct. If any discrepancies between the LUs replicated
are discovered, the check mark does not appear. In this case, check the
HORCM configuration for errors.

f NOTE: A green check mark appears when discoverLuns determines that

7. Click Next.

8. In the window Review Replicated Datastores click the plus (+) signs
and double check that the correct replicated LDEV numbers are listed
with the correct Datastores.

When CCI resides on a Linux Server

Before you can use Storage Replication Adapter 2.0 on a Linux server, the
following conditions must be met:

< The Linux server must accept root login via telnet.
 The telnet server must be installed and configured.
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set if the Linux host is Suse Linux which does not recognize the “network”

f NOTE: Secure shell is not supported. The following variables need to be
as terminal type:

setx RMSRA_TEL_WAITS "/terminal type\? /i /m
setx RMSRA_TEL_RESPS vt100 /m

Enter the display name that describes the configuration.

1. Select Hitachi Storage Replication Adapter 2.0 from the drop down
menu.

2. Inthe Alias field, enter HORCMINST=<instance_number>@<IP Address
of the CCI server>.

For example, if your HORCM instance is 0 on CCI server 172.17.17.100,
enter HORCMINST=0@172.17.17.100.

3. Enter the root user information in the Username and Password fields
and click Connect.

The SRM function discoverArrays runs. The storage processor serial
number appears under Array ID, and the microcode version appears under
Model.

4. Click OK.

The SRM function discoverLuns runs and identifies the number of replicated
LUs in the HORCM instance. In addition the LDEV number (in decimal) and
the Peer Array serial number are discovered. In the display shown under
Replicated Array Pairs:, only the Peer Array serial number is shown.

5. Configure the recovery site for the protected site using Steps 1 through
5 from the previous section When CCI Resides on the Windows SRM
Server on page 2-17.

the configuration is correct. If any discrepancies between the LUs replicated
are discovered, the check mark does not appear. In this case, check the
HORCM configuration for errors.

6. Click Next.

7. In the window Review Replicated Datastores click the plus (+) signs
and double check that the correct replicated LDEV numbers are listed
with the correct Datastores.

f NOTE: A green check mark appears when discoverLuns determines that

Recovering from a Failover

To recover from a failover, the roles of the Protected site and Recovery site
are reversed. Before Site Recovery Manager can be configured in the
reverse direction, remote replication must be reversed. Methods for this
vary according to the storage processor type and the conditions that caused
the failover.
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Recovering Replication on USP, NSC, USP V and USP VM

These storage systems reverse the remote replication when failover occurs.
In some cases no action is needed, in others a pairresync operation may be
required.

Reverse Replication, Protected site on-line

If the Protected site storage processor remains on line, the replication will
be automatically reversed by the failover operation. Check the status of the
remote replication using pairdisplay -g <grp>. If the status is PAIR, no action
is needed.

Reverse Replication, Protected site off-line

If the protected site was off-line during the failover operation,
resynchronization of the remote replication may be required.

Check the remote replication pair status using the pairdisplay -g <grp>
command.
1. If the status is PAIR, no action is needed.

2. If the status is PSUE or SSWS, a pair resync operation is required.

a. From the Recovery site CCI server issue the command pairresync -g
<grp> -swaps. See the CCIl manual for more details.

b. Wait for status of PAIR using the command pairevtwait -g <grp> -s pair
-t <timeout value?. See the CCl manual for more details.
3. If the status is SMPL, a paircreate operation is needed.
a. lIssue the paircreate command as shown in RAID Manager CCI
HORCM Configuration Considerations on page 2-5 of this document.

b. Wait for status of PAIR using the command pairevtwait -g <grp> -s pair
-t <timeout value?. See the CCl manual for more details.

Recovering replication

The AMS family of arrays will require that the remote replication be deleted
and recreated in the reverse direction. Issue a pairsplit -g <grp> -S to delete
the pairs. Issue the paircreate command as shown in RAID Manager CCI
HORCM Configuration Considerations on page 2-5 of this document.
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Troubleshooting the SRA 2.0

This section provides information to help you troubleshoot configuration
problems.

Error Messages on SRM Log Files

RMSRA generates the following error messages in order to identify the
cause of a failure as “[RMSRA]” in the SRM log files.

Remove the cause of the error by referring to the error messages of
“[RMSRA]” and “SRM ERROR messages” in the SRM log files.

SRM log is located in the following directory:

C:\Documents and Settings\All Users\Application Data\VMware\VMware
Site Recovery Manager\Logs\vmware*.log

= Logs rollover after reaching 5 MB by default
e vmware-dr-index contains the most recent Log File number

Errors in XML received from SRM
[RMSRA][Time]: [command_main] : XML length over -> [ XML
parameter strings ... ].

e [Cause] A parameter in XML was input from SRM to the SRA, but it
exceeds the defined length for the SRA specification.

 [Action to be taken] Please confirm if SRM received the appropriate
parameters in XML from its own SRM log message.

[RMSRA][Time]: [command_main] : Parameter in XML was NOT
enough.

e [Cause] A parameter in XML was input from SRM to the SRA but it
could not be found in any parameters.

 [Action to be taken] Please confirm if SRM received the appropriate
parameters in XML from its own SRM log message.

[RMSRA][Time]: [command_discoverLuns] : NO arrayld in XML.

e [Cause] A parameter in XML(discoverLuns) was input from SRM to the
SRA but the array ID could not be found.

« [Action to be taken] Please confirm if SRM received the Array ID
parameter in XML(discoverLuns) from its own SRM log message.
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[RMSRA][Time]: [command_failover] : NO ReplicaLunKey in XML.

e [Cause] A parameter in XML(failover) was input from SRM to the SRA
but RelplicaLunKey(LDEV# of TC_SVOL) could not be found.

< [Action to be taken] Confirm whether SRM was passed RelplicaLunKey
parameter in XML(failover) from its own SRM log message.

[RMSRA][Time]: [command_testFailover] : Action in XML was NOT
start/stop.

e [Cause] A parameter in XML(testFailover) was input from SRM to the
SRA, but it could not be found “start/stop” as Action.

* [Action to be taken] Please confirm whether SRM received the “start/
stop” parameter in XML(testFailover) from its own SRM log message.

[RMSRA][Time]: [command_testFailover] : NO ReplicaLunKey in
XML.

e [Cause] A parameter in XML(testFailover) was input from SRM to the
SRA but RelplicaLunKey(LDEV# of TC_SVOL) could not be found.

< [Action to be taken] Confirm whether SRM received the RelplicaLunKey
parameter in XML(testFailover) from its own SRM log message.

[RMSRA][Time]: [command_main] : Can’t be connected to
HORCMINST=X@... with error(0x000000fc).

e [Cause] A connection address in XML was input from SRM to the SRA
but the HORCM instance #X could not be found.

* [Action to be taken] Check whether HORCM instance# is running or a
connection address (Alias) specified in the Array Manager configuration
is appropriate.

RAID Manager command Errors in rmsra.exe
[RMSRA][Time]: [* XML OUTPUT file name™] : fopen : “system error
message”

e [Cause] A parameter in XML was input from SRM to the SRA, but it
could not be created “XML OUTPUT file name”.

* [Action to be taken] Please confirm whether SRM received the
appropriate OutputFile in XML from its own SRM log message, or refer
to the “system error message.”
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[RMSRA][Time]: [system()] : “Command line” : “system error
message”

e [Cause] An execution of “Command line” has failed via system() call.

< [Action to be taken] Confirm that RAID Manager is installed, or that the
path of “Command line” is correct, or %0HORCMROOT% ENV has been
set, or refer to the “system error message.”

[RMSRA][Time]: ["Command line™] : popen : “system error
message”

e [Cause] An execution of “Command line” has failed via popen() call.

+ [Action to be taken] Confirm that RAID Manager is installed, or the path
of “Command line” is correct, or %6HORCMROOT% ENV has been set, or
refer to the “system error message.”

[RMSRA][Time]: [ ] : malloc : “system error message”
e [Cause] Couldn’t retain the memory for executing a RM SRA.

« [Action to be taken] Increase the capacity of virtual memory of the
whole system, or terminate unnecessary programs or daemon
processes that are running simultaneously.

[RMSRA][Time]: []: “Command line” failed with RC=XXX.

[Cause] The RAID Manager command (Command line) has failed with
RC=XXX.

[Action to be taken] Remove the cause of the error after confirming with a
RAID Manager error code and command error log messages output in this
log file, as shown below.

COMMAND ERROR : EUserld for HORC[24] : root (0) Thu Jul 17 18:38:55
2008

CMDLINE : pairdisplay -IH -d 64015 9 0 -CLI -I -fwe
18:38:55-41110-14817- ERROR:cm_sndrcv[rc < 0 from HORCM]
18:38:55-4c5e8-14817- Could not find a group on configuration file for this
LDEV.(Port# ?,Seg# 64015,LDEV# 9,mun# 0)

18:38:55-51feb-14817- [pairdisplay][exit(239)]

[EX_ENOGRP] No such group

[Cause]:The group name which was designated or the device name doesn't
exist in the configuration file, or the network address for remote
communication doesn’t exist.

[Action]:Please confirm if the group name exists in the configuration file of
the local and remote host.
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Configuration and Status errors

[RMSRA][Time]: [disarray_exe] : Unknown PWWN.

e [Cause] Couldn’t find the Port WWN in the output of “pairdisplay -fw”
command via discoverArrays.

« [Action to be taken] Confirm that the RAID Manager is the correct
RMSRA supported version.

[RMSRA][Time]: [dislun_exe] : invalid arrayld (...).

e [Cause] A parameter in XML(discoverLuns) was input from SRM to the
SRA, but it could not be found correct array ID.

« [Action to be taken] Confirm whether the SRM received an array ID
parameter in XML(discoverLuns) from its own SRM log message.

[RMSRA][Time]: [dislun_exe] : Unknown PWWN.

e [Cause] Couldn’t find the Port WWN in the output of “pairdisplay -fw”
command via discoverLuns.

« [Action to be taken] Confirm that the RAID Manager is the correct
RMSRA supported version.

[RMSRA][Time]: [failover_chk] : " Command line" -> P/S = ...,
Status = ..., Fence = ....

= [Cause] The pair status of a target volume specified with failover is
inappropriate status (‘SMPL’ or ‘PVOL’ or ‘COPY’).

« [Action to be taken] Confirm whether the volume status is set properly
(TC is ‘SVOL’ and ‘PAIR’) using the pairdisplay command.

[RMSRA][Time]: [failover_chk] : The output of “Command line” is
missing.

e [Cause] Couldn’t find the correct format in the output of “Command
line” command via failover.

« [Action to be taken] Confirm that the RAID Manager is the correct
RMSRA supported version.

[RMSRA][Time]: [testFailover_chk] : " Command line" ->P/S = ...,
Status = ..., CTG = ....

 [Cause] The pair status of a target volume specified with testFailover is
improperly set (‘SMPL’ or ‘PVOL’ or ‘NOT PAIR’ or NO CTG).

« [Action to be taken] Confirm that the volume status is set properly
(Shadowlmage is ‘SVOL’ and ‘PAIR’ with CTG) using the pairdisplay
command.
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[RMSRA][Time]: [testfailover_chk] : The output of “Command line”

is missing.

e [Cause] Couldn’t find the correct format in the output of “Command
line” command via testFailover.

« [Action to be taken] Confirm that the RAID Manager is the correct
RMSRA supported version.

[RMSRA][Time]: [failover_exe] : invalid arrayld (...).

e [Cause] A parameter in XML (failover) was input from SRM to the SRA,
but it could not be found correct array ID.

« [Action to be taken] Confirm that the SRM received an array ID
parameter in XML(failover) from its own SRM log message.

[RMSRA][Time]: [testfailover_exe] : invalid arrayld (...).

e [Cause] A parameter in XML (testFailover) was input from SRM to the
SRA, but it could not be found correct array ID.

« [Action to be taken] Confirm that the SRM received an array ID
parameter in XML(testFailover) from its own SRM log message.
Multiple Error Codes

RMSRA defines an error code by an “OR” flag of 32 bits so the user can
identify multiple errors that happened to the transaction from XML data
strings.

For example:

[RMSRA][Sun Aug 3 16:25:56 2008]: [command_main] :
‘testFailover_start' failed with error(0x00002000) on
arrayld(64015).

Table 2-1: Error Codes

Error Code Description

XX : exit code returned from RAID Manager command. Refer to the

0x000000XX RAID Manager command error code

0x00000100 The volume is inappropriate property as “SMPL”

0x00000200 The volume is inappropriate property as “PVOL”

0x00000400 The volume is inappropriate property as “SVOL”

0x00000800 Undefined

0x00001000 The volume is inappropriate status as “COPY”, etc...
0x00002000 The volume has NO CTgroup

0x00004000 Undefined

0x00008000 Undefined
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Table 2-1: Error Codes

Error Code Description

0x00010000 The pairdisplay command has NO PWWN

0x00020000 The pairdisplay command has NO LUN WWN
0x00040000 The pairdisplay command has NO support for SRA

0x00080000 Undefined

0x00100000 Memory allocation error

0x00200000 Popen() function of the system was returned with ERROR

0x00400000 System() function of the system was returned with ERROR

0x00800000 Undefined

0x01000000 Error in XML from SRM

0x02000000 Undefined

0x04000000 Undefined

0x08000000 Undefined

0x10000000 Undefined

0x20000000 Undefined

0x40000000 Undefined

0x80000000 Undefined

Failure to launch scripts

If VMware vCenter Site Recovery Manager array manager configuration fails
to launch the Hitachi Storage Replication Adapter 2.0, an error message
appears as shown in Figure 2-10.

Error

@ Failed ko launch SAM integration scripts ko execute discoverfrrays command.

Figure 2-10: Error message

UNIX CCI Server

1. Check that the HORCM instance is running using the command ps -ef |
grep horcm.

2. Check that telnet as root is allowed. From the SRM server, telnet to the
CCI server as root.

3. Check that the correct version of rmsra is installed with the following
command:

/HORCM/usr/bin/rmsra -h
Ver&Rev: 01.00.08

4. Check that the Alias is entered correctly HORCMINST=X@<CCI server
IP>.
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Windows CCI Server

If CCI is running on a Windows server, it must be installed together with
VMware vCenter Site Recovery Manager on the same server. No remote
communication is allowed on the Windows SRA.

1. Check that the horcm instance is running using the command
horcmstart <instance number=>.

2. Check the version of rmsra in the HORCM installation.

C:\HORCM\etc>rmsra -h
Ver&Rev: 01.00.08

Test failover errors

If the Test Failover produces errors on Prepare storage as shown in the
history screen in Figure 2-11, perform the following steps.

Zf' Recovery Plan "AMS reverse" - Windows Internet Explorer

—

=l=F b Ijé Cii\Documents and SettingsiAdministr atoriLocal Settings) Templ1itmp12, htm j 2| X ILive Search poiihg

File Edit Wiew Favorites Tools Help

ﬁ qﬁ? @Recovery Flan "AMS reverse" | i i’?:’* i B - [ ,_;’ Page - f_, Tools - o

1.2, Shutdown Normal Priority Protected Virtual Machines ;I
1.2.1. Shutdown Protected Site WM "AMS_W2K3"
1.2.1.1. Shutdown Guest OS for Remote Wh "AMS_W21K3"
1.2.1.2. Wait for Guest OF Shutdown
1.2.1.3. Power off W "AMS_W2RKE"
1.3. Shutdown High Priority Protected YVirtual Machines

2. Prepare Storage Errar: Error occurred. 00:00:32
2.1, Attach Disks for Protection Group "AMS reverse” Errar: Error occurred. 00:00:31
3. Suspend Naon-critical Virtual Machines Success 00:00:00

4. Recover High Priority Virtual Machines

5. Recover Mormal Priority Virtual Machines
5.1, Recover Wh "AMS_W2K3"
5.1.1. Change Metwark Settings
5.1.2. Pre-Fower On
5.1.3. Power On
5.1.4. Wait for OS5 Heartbeat o
5.1.5. Post Power On

B. Recover Low Priority Virtual Machines

7. Recover No Power On Virtual Machines

=l

| -”""--“IL_-":I_I_I_I_|JM}-'C0mputer H100% v g
Figure 2-11: History Screen

1. Check the SRM log on the recovery site. Search for the XML code
produced by the SRA.

[RMSRA][Fri Jan 23 05:41:44 2009]: [RMSRAVER] : 01.00.08
[#6] [RMSRA][Fri Jan 23 05:41:44 2009]: [XML_name] : testFailover
[#6] [RMSRA][Fri Jan 23 05:41:44 2009]: [XML_action] : start
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[#6] [RMSRA][Fri Jan 23 05:41:44 2009]:

Manager Storage Replication Adapter

[#6] [RMSRA][Fri Jan 23 05:41:44 2009]:

HORCMINST=0@172.17.171.203

[#6] [RMSRA][Fri Jan 23 05:41:44 2009]:
[#6] [RMSRA][Fri Jan 23 05:41:44 2009]:
[#6] [RMSRA][Fri Jan 23 05:41:44 2009]:
[#6] [RMSRA][Fri Jan 23 05:41:44 2009]:

[XML_con_name] : RAID

[XML_con_addr] :

[XML_arrayld] : 87010011

[XML_rlunkey] : O

C:\WINDOWS\TEMP\vmware-SYSTEM\dr-sanproviderO

[#6] [RMSRA][Fri Jan 23 05:41:44 2009]:
[#6] [RMSRA][Fri Jan 23 05:41:44 2009]:
[#6] [RMSRA][Fri Jan 23 05:41:44 2009]:
[#6] [RMSRA][Fri Jan 23 05:41:44 2009]:
[#6] [RMSRA][Fri Jan 23 05:41:44 2009]:

id= 10:00:00:00:¢c9:48:50:68 type= fc

[#6] [RMSRA][Fri Jan 23 05:41:44 2009]:

id= 10:00:00:00:¢c9:44:68:12 type= fc

[#6] [RMSRA][Fri Jan 23 05:41:44 2009]:

[XML_split] : false
[XML_ outfile]
[XML_loglvl] : trivia
[RMSRATOV] : 60 sec

[RMSRATMU] : 1
[RMSRASPLIT] : false

[XML_ IniPort] : iScsi-fc-all ==

[XML_IniPort] : iScsi-fc-all ==

[horcmconn_exe] : '/usr/bin/

raidgry -IH -1 1>/dev/null' returned with RC=0 on HORCMINST=0.
[#6] COMMAND ERROR : EUserld for HORC[1] : root (0) Fri Jan 23

05:41:44 2009
[#6] CMDLINE : /usr/bin/raidqry -1H1 -1

[#6] P.P.
[#6] Model

: RAID Manager for Linux
: RAID-Manager/Linux
[#6] Ver&Rev: 01-23-03/06

[#6] Release: Production(GA)

NOTE: In this case there is no Shadowlmage or Copy-on-Write utilized for
test failover, therefore the SplitReplication parameter must be set to TRUE.

A\

2. Check the above log and see that the [RMSRASPLIT] : false is set.

a. Change this to true both on the SRM server and if UNIX is used for
CClI in the UNIX servers root profile. See section (X) above.

b. After corrections are made the test should complete and the XML will

look like this example:
[RMSRA][Fri Jan 23 05:46:17 2009]: [RMSRAVER] : 01.00.08

[#6] [RMSRA][Fri Jan 23 05:46:17 2009]: [XML_name] : testFailover
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[#6] [RMSRA][Fri Jan 23 05:46:17 2009]: [XML_action] : start

[#6] [RMSRA][Fri Jan 23 05:46:17 2009]: [XML_con_name] : RAID
Manager Storage Replication Adapter

[#6] [RMSRA][Fri Jan 23 05:46:17 2009]: [XML_con_addr] :
HORCMINST=0@172.17.171.203

[#6] [RMSRA][Fri Jan 23 05:46:17 2009]: [XML_arrayld] : 87010011
[#6] [RMSRA][Fri Jan 23 05:46:17 2009]: [XML_rlunkey] : O
[#6] [RMSRA][Fri Jan 23 05:46:17 2009]: [XML_split] : true

[#6] [RMSRA][Fri Jan 23 05:46:17 2009]: [XML_outfile]
C:\WINDOWS\TEMP\vmware-SYSTEM\dr-sanproviderO

[#6] [RMSRA][Fri Jan 23 05:46:17 2009]: [XML_loglvl] : trivia
[#6] [RMSRA][Fri Jan 23 05:46:17 2009]: [RMSRATOV]  : 60 sec
[#6] [RMSRA][Fri Jan 23 05:46:17 2009]: [RMSRATMU]  : 1
[#6] [RMSRA][Fri Jan 23 05:46:17 2009]: [RMSRASPLIT] : true

[#6] [RMSRA][Fri Jan 23 05:46:17 2009]: [XML_IniPort] : iScsi-fc-all ==
id= 10:00:00:00:¢c9:48:50:68 type= fc

[#6] [RMSRA][Fri Jan 23 05:46:17 2009]: [XML_IniPort] : iScsi-fc-all =>
id= 10:00:00:00:¢c9:44:68:12 type= fc

[#6] [RMSRA][Fri Jan 23 05:46:18 2009]: [horcmconn_exe] : '/usr/bin/
raidqry -1H -1 1>=/dev/null’ returned with RC=0 on HORCMINST=0.

[#6] COMMAND ERROR : EUserld for HORC[1] : root (0) Fri Jan 23
05:46:18 2009

[#6] CMDLINE : /usr/bin/raidqgry -1H1 -I

Collecting Information Before Contacting Customer Support

Please collect the following information before contacting customer support.

SRM/SRA local configuration

On Windows where SRM is running, perform the following procedures.

1. Collect the SRM log file on Windows on both protection and recovery
sites. Collect the following SRM log file including the error messages of
“[RMSRA]” and “SRM ERROR messages” and the RAID Manager
command error log.

%ALLUSERSPROFILE26\ Application Data\VMware\VMware Site
Recovery Manager\Logs\vmware*.log

2. Collect the outputs of the following command on
HORCMINST=XX(instance# for SRA)

- set
-  %HORCMROOT%\HORCM\etc\raidqry -I
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-  %HORCMROOT%\HORCM\etc\raidqry -g

-  %HORCMROOT%\HORCM\etc\pairdisplay -I1H -g ??? -CLI -| -fwe
(where ??? is a group name shown by "raidqry -g")

- %HORCMROOT%\HORCM\etc\raidscan -IH -p port(i.e. cl1-a-0) -
CLI (port where connecting to ESX server)

If Shadowlmage is installed,

- 9%HORCMROOT%\HORCM\etc\pairdisplay -g ??? -CLI -l -few -m
cas (where ??? is a group name shown by "raidgry -g")

SRM/SRA remote configuration

On Windows where SRM is running, and on UNIX where RAID Manager is
running, perform the following procedures.

1. Collect the SRM log file on Windows on both protection and recovery site.

Collect the following SRM log file including the error messages of “[RMSRA]”
and “SRM ERROR messages” and the RAID Manager command error log.

%ALLUSERSPROFILE%6\ Application Data\VMware\VMware Site
Recovery Manager\Logs\vmware*.log

2. Collect the outputs of the following command on
HORCMINST=XX(instance# for SRA) on remot UNIX

- env

raidqry -l

- raidgry -g
- pairdisplay -IH -g ??? -CLI -1 -fwe (where ??? is a group name
shown by "raidqry -g")

- raidscan -IH -p port(i.e. cl1-a-0) -CLI (port where connecting to
ESX sever)

If Shadowlmage is installed,

- pairdisplay -g ??? -CLI -l -few -m cas (where ??? is a group hame
shown by "raidqry -g")
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