
Best Practices Document VMware ESX 4.0/4.1 Configuration Guide 

 

HCS_BestPracticeDoc_VMware_ConfigGuide_v3.2_English.docx   Page 1   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Hitachi Command Suite 

Best Practices Document 

 

VMware ESX 4.0/4.1 

Configuration Guide 
 

 

 

 



Best Practices Document VMware ESX 4.0/4.1 Configuration Guide 

 

HCS_BestPracticeDoc_VMware_ConfigGuide_v3.2_English.docx   Page 2   

 

All rights reserved. Copyright (c) 2011. Hitachi Ltd 

 

 

Product and company names mentioned in this document may be the trademarks of their respective owners. 

Throughout this document Hitachi has attempted to distinguish trademarks from descriptive terms by 

writing the name with the capitalization used by the manufacturer, or by writing the name with initial 

capital letters. Hitachi cannot attest to the accuracy of this information. Use of a trademark in this document 

should not be regarded as affecting the validity of the trademark. 

 

 

Information in this document is subject to change without notice and does not represent a commitment on 

the part of Hitachi. The software described in this manual is furnished according to a license agreement 

with Hitachi. The license agreement contains all of the terms and conditions governing your use of the 

software and documentation, including all warranty rights, limitations of liability, and disclaimers of 

warranty. 

Material contained in this document may describe Hitachi products not available or features not available in 

your country. 

 

 

Edition history: 

2010/12/20 Edition 1, Software Division, Hitachi 

2010/12/29 Edition 2, Software Division, Hitachi 

2011/2/3 Edition 3, Software Division, Hitachi 

 

 

  



Best Practices Document VMware ESX 4.0/4.1 Configuration Guide 

 

HCS_BestPracticeDoc_VMware_ConfigGuide_v3.2_English.docx   Page 3   

 

Table of Contents 

1. Introduction  ......................................................................................................................................... 4 
1.1. Target audience ......................................................................................................................... 4 
1.2. Background ............................................................................................................................... 4 
1.3. Prerequisite version of HCS ..................................................................................................... 4 
1.4. Supported versions of VMware ................................................................................................ 4 

2. Resource Management (HDvM, HTSM, and HDvM Agent) ........................................................... 5 
2.1. Managing ESX servers in HDvM ............................................................................................. 5 
2.2. Allocating volumes to an ESX server ....................................................................................... 5 
2.3. Allocating volumes to a virtual machine (raw device mapping ............................................ 6 

2.3.1. Non-NPIV environments ................................................................................................... 6 
2.3.2. NPIV environments ............................................................................................................ 6 

2.4. Managing volume pairs on virtual machines ............................................................................ 17 
2.5. Performing disk migration in units of datastores (HTSM) ....................................................... 17 
2.6. Environment settings for managing ESX servers ..................................................................... 19 

2.6.1. Setting up vMA monitoring environmentðCommon Physical Environment ................... 21 
2.6.2. Setting up vMA monitoring environmentsðMixed Physical Environment ...................... 24 
2.6.3. Setting up a system in which vMA monitors VMware vCenter Server ............................. 27 

2.7. Environment settings for installing the HDvM agent on a virtual machine that uses NPIV..... 31 
2.7.1. Configuration ..................................................................................................................... 31 
2.7.2. Setting procedure for the HDvM server ............................................................................. 31 
2.7.3. Setting procedure for the HDvM agent .............................................................................. 32 

3. Performance Management (HTnM and HTnM Agent) ................................................................... 34 
3.1. Prerequisite version of Device Manager ................................................................................... 34 
3.2. Notes about monitoring NPIV environments ............................................................................ 34 
3.3. Notes about changing the configuration of pair volumes ......................................................... 37 
3.4. Notes about migrating LDEVs ................................................................................................. 38 
3.5. Notes about setting the command device attribute ................................................................... 41 

4. Backup and Restore Management (HPtM and HRpM) ................................................................... 42 
4.1. HPtM/HRpM Application Agent (CLI) .................................................................................... 42 

4.1.1. HPtM for SQL Server ........................................................................................................ 42 
4.1.2. HPtM for Exchange Server ................................................................................................ 57 
4.1.3. HPtM for file systems ........................................................................................................ 62 

4.2. Hitachi Replication Manager (HRpM) ..................................................................................... 69 
4.2.1. Prerequisite version of HDvM ........................................................................................... 69 
4.2.2. Specifying command devices for virtual machines ............................................................ 69 
4.2.3. Collaborating with applications ......................................................................................... 69 

5. Multi -Path Management (HDLM and HGLM) ................................................................................ 76 

 

 



Best Practices Document VMware ESX 4.0/4.1 Configuration Guide 

 

HCS_BestPracticeDoc_VMware_ConfigGuide_v3.2_English.docx   Page 4   

 

1. Introduction 

This document describes the best practices for configuring Hitachi Command Suite (HCS) in VMware 4.0 

and 4.1 environments.  

1.1. Target audience 

 ̧ Users of HCS 

 ̧ Users who want to use VMware virtualized hosts with HCS for the following purposes: 

¶ To manage NPIV virtual WWNs configured on virtualized hosts 

¶ To configure CCI (or pair management) servers on virtualized hosts 

¶ To configure backup servers by using the HRpM application agent 

1.2. Background 

Due to VMwareôs storage management architecture, there are some configuration prerequisites and 

operations that customers need to know in advance to use HCS to manage virtualized hosts. This document 

describes best management practices for HCS, product by product. 

1.3. Prerequisite version of HCS 

This document assumes the following versions of HCS: 

 ̧ When using HCS Version 6: V6.4.0-06 or later 

 ̧ When using HCS Version 7: V7.0.1 or later 

1.4. Supported versions of VMware  

This document assumes the following versions of VMware:   

 ̧ VMware ESX 4.0 

 ̧ VMware ESX 4.1 

 ̧ VMware ESXi 4.0 

 ̧ VMware ESXi 4.1 
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2. Resource Management (HDvM, HTSM, and HDvM Agent) 

2.1. Managing ESX servers in HDvM 

The following methods can be used to manage ESX servers: 

Table 1: Methods used to manage ESX servers 

ID Management Target Management Method Procedure 

1-1 ESX server Manage as a virtualization server by 

using HDvM  

Discover the ESX server in HDvM 

1-2 Manage as a host in HDvM Manually register a host#1 

2-1 Virtual machine (VM) 

on an ESX server 

Manage by using the HDvM agent#2 Install the HDvM agent on the virtualization 

server 

2-2 Manage as a host in HDvM Manually register a host#1 

#1: Use one of the following methods to manually create a host: 

 ̧ Manually create the host by using the GUI or CLI, and then register WWNs 

 ̧ Automatically create the host from an existing host group by using the HostScan and MergeHost 

functions. 

#2: In HDvM V7, HDC (Host Data Collector) manages hosts without installing the HDvM agent. HDC, 

however, does not support guest OSs on virtual machines. Therefore, use the HDvM agent when you use 

HDC. 

The numbers 1-1, 1-2, 2-1, and 2-2 in the following tables correspond to the ID numbers in the above table. 

Table 2: Features of directly managing ESX servers 

  1-1 1-2 

1 Volumes can be allocated to ESX servers. Yes Yes 

2 Volumes allocated to ESX servers can be managed. Yes Yes 

3 The relationship between a datastore created on an ESX server and 

the LDEVs that make up that datastore can be displayed. 

Yes No 

4 Information about virtual machines running on ESX servers can be 

displayed. 

Yes No 

5 Volumes can be managed from the viewpoint of virtual machines. Yes No 

6 The HDvM agent must be installed. No No 

 

Table 3: Features of managing virtual machines on ESX servers 

  2-1 2-2 

7 Volumes can be allocated to virtual machines. Yes Yes 

8 Volumes allocated to virtual machines can be managed. Yes Yes 

9 Information about guest OS file systems can be displayed. Yes No 

10 Pair operations can be performed. Yes # No 

11 The HDvM agent must be installed. Yes, on each 

virtual 

machine 

No 

#11: You can install the HDvM agent on only one virtual machine, make it a CCI server, and then perform 

pair operations. If you do so, you do not have to install the HDvM agent on other virtual machines. For 

details, see section 2.4. 

 

2.2. Allocating volumes to an ESX server 

New volumes can be allocated to an ESX server for many purposes, such as creating datastores. 

The same procedures used for allocating volumes to normal hosts can be used to allocate volumes to ESX 



Best Practices Document VMware ESX 4.0/4.1 Configuration Guide 

 

HCS_BestPracticeDoc_VMware_ConfigGuide_v3.2_English.docx   Page 6   

 

servers. When allocating volumes to an ESX server, specify the ESX server's physical WWN. The allocated 

volumes can then be used by the ESX server. For example, to create a datastore, use VMware tools. 

2.3. Allocating volumes to a virtual machine (raw device mapping  

When allocating volumes to a virtual machine, the WWN to be specified depends on whether an NPIV 

environment is used. 

2.3.1. Non-NPIV environments 

In an environment where a physical WWN is assigned to each virtual machine, volumes can be allocated by 

using the same procedures for allocating volumes to normal hosts. When allocating volumes, specify the 

physical WWN assigned to the virtual machine. 

 

Figure 1: (Non-NPIV environment) When allocating volumes to virtual machines 

2.3.2. NPIV environments 

In an NPIV environment, volumes must be allocated to ESX servers and virtual machines. Therefore, in 

HDvM, specify the WWN of each target ESX server and virtual machine. 

If multiple virtual machines use the same storage port, all virtual WWNs that are assigned to those virtual 

machines must be registered in the same host group. In addition, in a VMotion environment, the physical 

WWNs of all ESX servers for VMotion must be registered in the same host group. 
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Figure 2: (NPIV environment) When allocating volumes to virtual machine 

(1) Allocating new volumes to an existing virtual machine 

In HDvM, specify the physical WWN and the virtual WWN of each virtual machine that uses the same 

storage port. 

 

Figure 3: (NPIV environment) When allocating new volumes to existing virtual machines 

The following describes the procedure for HDvM V6 and HDvM V7. 

For HDvM V6 

Prerequisites: Register the ESX server and all virtual machines as described below. 
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Discover the ESX server as a virtualization server or manually register it as a host in HDvM. The figure 

above shows an ESX server discovered as a virtualization server, and the following figure shows an ESX 

server registered as a host. 

 

 

Install the HDvM agent on the target virtual machine or manually register the virtual machine as a host in 

HDvM. 

To allocate volumes to virtual machines: 

1. Select volumes (LDEVs) to allocate to virtual machines, and then click the Allocate Storage button. 
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2. As a host WWN, select the virtual WWNs of all virtual machines and the physical WWNs of all ESX 

servers that use the same storage port, and then associate the storage port with them. 

 

 

3. If an unused storage port is selected, create a host storage domain (host group). For AMS, WMS, or 

SMS, specify the same host mode as the virtual machineôs operating system (for example, specify 

ESX server physical 

WWNs 

virtual machine 

virtual WWNs 
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Windows Extension or Windows for a Windows operating system). For USP, USP V/VM, or VSP, 

specify VMware Extension or VMware  for the host mode. 

 

 

4. Specify LU settings (such as creating a LUSE), map LUs to the port, and specify LUNs the same as 

when allocating volumes to a normal host. 
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For HDvM V7 

To allocate volumes to virtual machines in HDvM V7: 

1. Create a logical group that includes the ESX server and virtual machines that use the same storage port. 

The list of logical groups can then be used as the starting point for allocating volumes to a virtual 

machine. 

2. Create a logical group that includes the ESX server and virtual machines that use the same storage 

port. 

 

3. Select the ESX server and all virtual machines, and then start the Allocate Volumes dialog box.  

4. In the Allocate Volumes dialog box, select volume and storage port settings. 
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5. If you selected a storage port that has not been used, create a host group by specifying options in Host 

Group and LUN Settings. For AMS, WMS, or SMS, specify the same host mode as the virtual 

machineôs operating system (for example, specify Windows Extension or Windows for a Windows 

operating system). For USP, USP V/VM, or VSP, specify VMware Extension or VMware  for the host 

mode. 

6. Confirm the plan summary, and then allocate the volumes. 
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(2) Allocating new volumes to new virtual machines 

In HDvM, to use the virtual WWNs assigned to new virtual machines, either  

a) Install the HDvM agent on the new virtual machines or  

b) Manually register the new virtual machines as hosts.  

Next, if a path is already assigned to existing virtual machines on the storage port used by the new virtual 

machines, assign the same path for the new virtual machines. (This operation requires adding the new 

WWNs for the new virtual machines to the same host group.) Finally, in the HDvM GUI, select the 

volumes to be allocated to the new virtual machines. At this time, specify the ESX server's physical WWNs 

and all virtual WWNs of all virtual machines that use the same storage port. 

 

 

Figure 4: (NPIV environment) Allocating new volumes to new virtual machines 

 

 

The following describes the procedure in HDvM V6 and HDvM V7. 

For HDvM V6 

As described in section 2.3.2(1), make sure that the ESX server and virtual machines are registered in 

HDvM. In addition, create a logical group that includes all volumes already allocated to the existing virtual 

machines so that you can use the Modify Security functionality to add WWNs to the host group. 

In the Hosts navigation tree, select the virtual machines to which volumes have been allocated, and then 

check the list of volumes already allocated for the corresponding virtual machines. Select the allocated 

volumes, and then click the Move Storage button to add the volumes to the logical group you created. 
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Note: Create the logical group for the target of volumes before you click the Move Storage button. 

 

To allocate new volumes to new virtual machines: 

1. Display the logical group to which you added allocated volumes. In this window, click the Modify 

Security button, and then register the virtual WWNs assigned to the new virtual machines in the host 

group. 

 

2. Allocate new volumes to the target virtual machine by continuing with step 3 in 2.3.2(1). 

 

For HDvM V7 

To allocate volumes to virtual machines in HDvM V7, first create a logical group that includes the ESX 

server and virtual machines that use the same storage port. The list of logical groups can then be used as the 

starting point for allocating volumes to a virtual machine. 
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1. Select the ESX server and all virtual machines, and then start the Allocate Volumes dialog box. 

 

2. Manually select the volumes to be newly allocated and volumes already allocated to virtual machines, 

and then allocate the volumes. This operation adds the WWNs of new virtual machines to the host 

group that the already allocated volumes use. This host group is used to allocate new volumes. 
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(3) Allocating allocated volumes to new ESX servers 

If you add new ESX servers to a VMotion environment, allocate the existing allocated volumes to the new 

ESX servers. 

 

Figure 5: (NPIV environment) Allocating allocated volumes to new ESX servers 

For HDvM V6 

Follow the procedure in section 2.3.2(2) step 1 to add the physical WWN of the new ESX server to the host 

group. 
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For HDvM V7 

Follow the same procedure in section 2.3.2(2). You should first register the new virtual machines to the 

logical group. Perform step 1 and then select the volumes that have been already allocated to virtual 

machines. This operation adds the WWNs of new virtual machines to the host group that the already 

allocated volumes use. 

2.4. Managing volume pairs on virtual machines 

The following CCI server configuration is recommended for managing volume pairs on virtual machines. 

To manage volume pairs on virtual machines, install the HDvM agent and RAID Manager on to a virtual 

machine (VM1 in Figure 6). You can also install the HDvM agent on VM2 and VM3, but are not required 

to. 

 

Figure 6: Recommended CCI server configuration for managing volume pairs on virtual 
machines 

2.5. Performing disk migration in units of datastores (HTSM) 

VMware ESX server virtual disks are created on datastores. Therefore, migrating or backing up datastores 

is a convenient way to migrate or back up disks. 

HTSM migrates disks in migration group units. If you register all the LDEVs for a datastore in the same 

migration group, you can migrate disks in units of datastores. 

When you create a migration group in HTSM, first use the HDvM virtualization server window to confirm 

the relationship between datastores and LDEVs, and then register all LDEVs for a datastore in the same 

migration group. 

When you migrate this migration group, all LDEVs that make up the datastore will be migrated 

automatically. 
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For HDvM V6  

1. In the virtualization server window, select the target ESX server.  

2. Find the ID of the datastore to be migrated in the File System column of the list of LDEVs.  

3. Check the volumes (LDEVs) allocated to that datastore. 

 

 

4. In HTSM, create a new migration group that includes the volumes (LDEVs) you identified in step 1. 

 

 






















































































































