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Executive Summary

This paper has been written as a response to pending U.S. regulations that may
require core financial companies in critical markets to implement a disaster
protection scheme. The document referenced is a draft proposal of combined U.S.
Federal agencies: the Securities and Exchange Commission (SEC), the Federal
Reserve Board, and the Office of the Comptroller of the Currency (OCC). A copy
of the paper can be retrieved from http://www.sec.gov/rules/concept/34-
46432.htm. Public comments are also available, and can be made, on this site.

Since the final regulation may materially differ from what is currently in the draft
issue, we will accordingly reissue this white paper to reflect any changes that may
occur within the final set of regulations. As such, the life and usefulness of this white
paper expires on the date of issuance of the final regulation.

In the cases where we have quoted the proposed regulation draft, it will be indicated
in italicized font.

Since requirements, in the form of government regulations, must be met by
solutions, we intend to demonstrate, in this white paper, how Hitachi Freedom
Storage™ systems and software solutions can meet or exceed these requirements.
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Appendix I: Long-distance Replication Transport Options
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Figure A: Three-dimensional Long-distance Replication Model, Highlighting Segment 1.

Model Segment 1: Fibre Channel (FC). The performance and distance
improvements over IBM ESCON® and SCSI have been significant. Distances
depend on using short-wave multi-mode lasers (500m) or long-wave single-mode
lasers, which can extend to 10km. With some recent advances in GBIC and carrier-
class dark fibre, we see some examples where 9µ dark fibre is extending to 18-20km.

Costs are relatively high, since fibre cabling needs to be installed or leased. Fibre
Channel is very fast with 1GB/sec (100MB/sec) and 2GB/sec (200 MB/sec)
components now generally available. Therefore, according to our 3-axis model,
we can achieve high performance, with relatively high costs and within a relatively
short, metro-area distance.

There are some tricks that can be used to gain even further distance benefits; as
shown in Figure A, we can configure the server to be 30–60km away from the
furthermost storage element by daisy-chaining switches and fabrics at 10km or 20km
increments. In these situations, the designer has to be aware of the buffer credits
used, by port, to achieve the long-distance extensions in each part of the fabric.

Impact with TrueCopy software for replication: None. Synchronous replication
is possible.
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Figure B: Native Fibre Channel (Dark Fibre) Connectivity Ranges.
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Figure C: Three-dimensional Long-distance Replication Model, Highlighting Segment 2.

Model Segment 2: DWDM. Again native Fibre Channel is employed, but dense
wave division is used to multiplex into multiple frequencies and achieve longer
distances. Again, costs are high, since the DWDM devices have to be at both ends
of the extension period, performance is very fast, and buffer credits are needed.
Distances can exceed 10km, and they can go as high as 50km, 85km, 125km, and
185km at the present time. (See Figure D.)
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Figure D: DWDM for Extending Native Fibre Channel.
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Figure E: Three-dimensional Long-distance Replication Model, Highlighting Segment 3.
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Model Segment 3: Fiber protocol encapsulated over IP. Now we can get
into very long distances—as long and far as IP pipes can take us. As we would
expect, performance drips directly based on the size and quality of the IP pipes used
in transmission. (See Figure F.)

Table A: Network Performance Summary.

FC SAN FC SAN
IP Wide Area

Network

FCIP, iFCP
Gateways

FCIP, iFCP
Gateways

Figure F: Replication Using IP as the Long-distance Transport.

Benefits of considering IP networking as opposed to Fibre Channel for a storage
backbone are numerous, but all conditions to not fit for all client situations. Some of
the key areas for IP backbone benefits are:

• Cost of replication over long distance is less (90 percent less) than Fibre Channel

• Transcontinental storage networks are now possible—extensive separation of data
danger zones

• Interest in other IP storage protocols such as iSCSI

• Mature management of the IP protocol, WAN

• Quality of service capability

• Leveraging router/switch infrastructure

• Strong potential for lower cost of storage network ownership

Line Type
Raw
Bandwidth
in MB/Sec

Usable bandwidth
after network
overhead MB/Sec

Time required
to copy 1TB

Sample Network
Pricing $/month
(Source: Qwest)

T1 1.544 1.08 85 days $700.00

T3 45 31.31 71 hours $16,000.00

100bT 100 70.00 31.7 hours $33,000.00

OC3 155 108.50 20.4 hours $46,000.00

OC12 622 435.40 5.1 hours $141,000.00

Gig Ethernet 1000 700.00 3.1 hours

OC48 2488 1741.60 1.2 hours $521,000.00

OC192 9953 6967.10 19 minutes
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Figure G: Three-dimensional Long-distance Replication Model, Highlighting Segment 4.

Model Segment 4: IP-based storage protocols. Network Attached Storage
(NAS) and iSCSI that use native IP links (and often low-cost NIC cards) to access
storage and tape over long distances.
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