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Preface

About this document

The Veritas™ NetBackup™ end-to-end Cyber Protection solution helps to mitigate cyber threats by
providing backup and disaster recovery capabilities, security features such as encryption and secure
communication, and compliance with industry standards. By backing up data and ensuring the
availability of secure and recoverable data, this solution helps organizations in reducing the impact
of cyber-attacks, data breaches, and other security incidents. Additionally, their compliance with
industry standards and security regulations can ensure that sensitive data is managed correctly and
protected against unauthorized access.

Document conventions

This document uses the following typographic convention:

Convention Description
Bold e [ndicates text in a window, including window titles, menus,
menu options, buttons, fields, and labels. Example: Click OK.
e Indicates emphasized words in list items.
Italic Indicates a document title or emphasized words in text.
Monospace Indicates text that is displayed on screen or entered by the user.

Example: pairdisplay -g oradb

Intended audience

This document is intended for administrators and architects of Hitachi VSP 5000 storage systems
and IT professionals who deploy Veritas NetBackup with VSP 5000 storage systems and HCP for
Cloud Scale systems. To use this document, you must have the following knowledge and

experience:

+ Storage Area Networks (SAN)

+  Computing

+  Networking

« Hitachi Content Platform for Cloud Scale

+ Hitachi Storage

» Veritas NetBackup

Hitachi Vantara-Veritas NetBackup End-to-End Cyber Protection Solution
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Revision History

Revision Changes Date
v1.0 Initial release April 2023
v2.0 Added x509 error solution and secured the connection for data October 2023

transferring in HCP for Cloud Scale

Accessing product downloads

Product software, drivers, and firmware downloads are available on Hitachi Vantara Support
Connect: https://support.hitachivantara.com/ and Veritas download center:
https://www.veritas.com/support/en _US/downloads

Log in and select Product Downloads to access the most current downloads, including updates that
may have been made after the release of the product.

Getting Help

Hitachi Vantara Support Connect is the destination for technical support of products and solutions
sold by Hitachi Vantara. To contact technical support, log on to Hitachi Vantara Support Connect for
contact information: https://support.hitachivantara.com/en_us/contact-us.html.

Hitachi Vantara Community is a global online community for customers, partners, independent
software vendors, employees, and prospects. It is the destination to get answers, discover insights,
and make connections. Join the conversation today! Go to community.hitachivantara.com,
register, and complete your profile.

Comments

Send us any comments on this document to GPSE-Docs-Feedback@hitachivantara.com. Include
the document title and number, including the revision level (for example, -07), and refer to specific
sections and paragraphs whenever possible. All comments become the property of Hitachi Vantara
LLC.
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Solution Overview

The Veritas™ NetBackup™ anomaly detection and faster recovery feature combined with Hitachi
Content Platform (HCP) for Cloud Scale immutable copy and Hitachi Virtual Storage Platform (VSP)
snapshot technology provides a comprehensive end-to-end cyber protection solution.

Anomaly detection in NetBackup helps by identifying and mitigating potential threats to data,
reducing the risk of data loss or corruption.

Fast recovery enables quick restoration of data in case of data loss, minimizing downtime and
ensuring data availability.

By ensuring data integrity and adding another layer of protection against cyber threats, HCP for
Cloud Scale immutable copy provides a secure, tamper-proof archive of data.

Hitachi VSP snapshots offer a point-in-time view of data, enabling fast and efficient data recovery in
case of cyber incidents. These technologies work together to create a secure and reliable data
protection and management system, ensuring the confidentiality, integrity, and availability of critical
information assets in the event of cyberattacks.

FRAMEWORK

2

m

?
%

Figure 1: Data recovery framework

Stage 1 (Anomaly detection during backup): NetBackup anomaly detection works as the security
engine with Identify, Detect, and Respond features.

Stage 2 (Malware scanning after backup): NetBackup Malware scanner has the same features as
anomaly detection. You can scan backup images manually using the NetBackup Malware Scanner.

Stage 3 (Within retention): HCP for Cloud Scale has an object lock feature that protects the backup
data. The data cannot be deleted within the retention period during policy creation.

Stage 4 (Malware scanning before recovery): You can scan the requested backup images before
restoring using NetBackup Malware scanner.
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Stage 5 (During recovery): You can retain backup images and provide restoration for the following
cases:

e You can recover copy 1 snapshots that are responsible for point-in-time recovery and are stored
on a VSP 5600 storage system.

e You can recover file and directory levels stored on a VSP 5600 storage system (block storage)
from the backup of copy 2 snapshots.

e You can recover file and directory levels stored in HCP for Cloud Scale (object storage) from
another backup of copy 3. Because of the object lock feature, if any backup data is deleted from
block storage, you can recover the same from the HCP for Cloud Scale immutable bucket.

.......................................
. -
- .

Stage3.

.| Protection
Within
Retention

Anomaly Detection

I

Client Anomaly NetBackup
server Detector

Backup
Storage

. .
.........................................

Figure 2: Multi-layered security
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Solution Diagram

The following diagram shows the Veritas NetBackup end-to-end cyber protection solution with VSP
storage system and HCP for Cloud Scale:
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Figure 3: Hitachi Veritas NetBackup end-to-end cyber protection solution overview

Solution Components

Backup System

o NetBackup Master: Master server where the NetBackup catalog resides which includes the
internal databases that contain information about NetBackup configuration and backups.

o NetBackup Media: Server that manages the data movement between the client being backed
up and the target backup device (disk, tape, and so on). A storage server is a NetBackup entity
that manages the backup storage (for example: the MSDP pool to which you are backing up).

o NetBackup Client: Any server protected by NetBackup. The NetBackup software is installed on
the media server. During backups, the client sends data across the network to the NetBackup
media server, which selects the correct storage media as a backup target.

e Content Platform Engine (CPE) server: Cloud-native snapshot management software that
integrates with AWS, Azure, and Google Cloud.

e API Configuration Manager server: Server that makes it fast and easy to manage a Hitachi
storage system using a REST API. There is no need to use an FC or iSCSI connection.
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e Media Server Deduplication Pool (MSDP): Resource that writes to, and reads from, the
storage system. One host functions as the storage server, and only one storage server exists for
each NetBackup deduplication node. The host must be a NetBackup media server. Although the
storage server components run on a media server, the storage server is a separate logical entity.

o MSDP Cloud: Enterprise-class, software-defined storage solution that scales out to any
infrastructure.

o NetBackup Anomaly Detection: NetBackup detects anomalies in backup metadata such as
any unusual job data in the data backup flow. For example, it can detect a file count or a file size
that is different than the usual count or size.

o NetBackup Malware Detection: NetBackup finds malware in supported backup images and
finds the last known good image that is malware free. You can select one or more backup
images of the supported policy-types for on-demand scan. In addition, you can use a pre-defined
list of scan hosts. If malware is detected during scanning, a notification is generated in the
WebUI.

Storage System

Hitachi Virtual Storage Platform (VSP 5000 series)

Hitachi’s most powerful data platform delivers industry-leading enterprise storage virtualization in a
unified platform for midmarket to global enterprises that need to manage information more efficiently
and securely with the best performance in its class.

HCP for Cloud Scale

A software-defined object storage solution that is based on a massively parallel microservice
architecture and is compatible with the Amazon S3 application programming interface (API).
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System Requirements

This chapter describes the hardware and software components required for setting up a Veritas
NetBackup end-to-end cyber protection solution with a VSP 5600 storage system and HCP for Cloud

Scale.

Table 1 lists the hardware and software components that are applicable to this solution:

Product Application Version
Hitachi
Virtual . . . o
Storage H'Ot?)‘;?;ﬁ:\;rggit\é:;“zg'\'/zgtg;” 90-08-61-00/00
Platform y
5000 Series
VMware ESXi VMware ESXi, 6.7.0, 10302608
VMware
VMware vCenter Server vSphere Client Version
6.7.0.20000
Veritas NetBackup (Master, NetBackup 10.0
Media, Client) server
Veritas Ops Center API configuration
NetBackup CM-REST server manager 10.8.3
NetBackup Malware Scanner NetBackup
server AntiMalwareClient1.0
Snapshot Manager Server | Veritas_CloudPoint_10.0.0.9818
HCP for
Cloud Hitachi Content Platform for version 2.3.1
Scale Cloud Scale

Table 1: Hardware and software requirements

Table 2 lists the operating systems that are applicable to this test:

Server Operating System version
Master
Media
Client RHEL 7.8
CPE
CMREST server
Scan host RHEL 8.2
DNS server Windows 2019

Table 2: Operating systems
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Configuring and Installing Hitachi Components

This chapter describes the steps for configuring a VSP 5600 storage system and HCP for Cloud
Scale. In addition, it describes the steps for installing DNS and CMREST server.

+ Configuring a Hitachi VSP 5600 storage system
»  Configuring HCP for Cloud Scale

* Installing DNS and CMREST server

Configuring a Hitachi VSP 5600 storage system

To configure a VSP 5600 storage system, complete the following steps:

1. Set up a Storage Dynamic pool for MSDP and Thin Image Pool for Flex snap for usein
NetBackup.

Note: The Dynamic Provisioning pool (DP) is used for the NetBackup media server, and the Thin
Image (HTI) pool is used for the NetBackup Snapshot Manager. It is mandatory to name the HTI
pool you create as flexsnap_pool for the Snapshot Manager server.

. . Capaity
Number of Number o mber of RA
Poal Name Status Pool Type Drive Type/RPM it s ot bt g

| Pool VOLs V-VOLs Root VOLs Total Sasacind i

@ peo @ tormal op SSD,FMD/- 32 30 0 6(8D+2P)  B4474.9.. 0.00 GB 2223.21 GB
@ flexsnap pao! @ normal =7 SSD,FMD/- 12 - 1 6(6D+2P) 36736.7... 0.00 GB 2.29 GB

2. Create Storage Volumes for NetBackup servers.
3. Create Host Groups.

4. Add a LUN Path.

5. Set up an iSCSI Connection.

For detailed information, see: Confiquring iSCSI ports - Hitachi Vantara Knowledge

Note: Because the client is a VMware server, there is no direct FC connection to the storage
system, and an iSCSI connection is required between the NetBackup Client and the Hitachi VSP
5600 storage system. During Snapshot exports, the Snapshot manager searches for FC or iSCSI.

Configuring HCP for Cloud Scale

This section describes how to configure HCP for Cloud Scale Version 2.3.1 for a NetBackup end-to-
end solution. This process consists of the following high-level steps:
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1. Create an HCP for Cloud Scale S3 Bucket.

HITACHI | S3 Console 2
Buckets
Total Bytes Total Objects Total buckets
/N 169.75 MB 1138
169.96mB __{ L20 1283 ol e 1
Q -+ Create bucket Generate credentials
“ Bucket name Objects Size Storage class Access level Created
veritas-ransomware 1283 169.96 MB STANDARD Private 07/08/2022 19:20:51

2. Generate an HCP for Cloud Scale S3 credential for NetBackup Media Server.

HITACHI | S3 Console
< Generate S3 Credentials Cancel

Access key
Copy
Secret key

Copy

Note: Copy the credentials of the Access Key and Secret Key because you will use them when
configuring HCP for Cloud Scale.

For details about the installation, see the System Requirements section in the HCP for Cloud Scale
documentation: Installing Hitachi Content Platform for Cloud Scale

Installing the DNS and CM-REST Servers

Configuring the DNS server
To configure the DNS server, complete the following steps:
1. Install Windows server.

2. Use the DNS manager to add entries.

Configuring the CM-REST server

1. To install and configure the CM-REST server, complete the procedure described the following
location:

https://knowledge.hitachivantara.com/Documents/Management Software/Ops Center/AP| _Confi
guration_Manager/10.8.x/Get_started/05 Installing the REST API
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2. Register the Hitachi storage system.

a. To register a Hitachi storage system, create a JSON file with the information for each storage
system you want to register and then run the following command:

[root@cmrest tmpl# curl -v -k -H "Accept:application/json" -H
"Content-Type:application/json" -u maintenance:raid-maintenance -X
POST --data-binary @./CPE.json

[root@cmrest ~]# cat CPE.json

.{

"model" : "VSP 5600H",
"seri1alNumber"™ :

30049,
"svplIp" : "172.23.67.160"

¥
[root@cmrest ~]# [}

b. To check the registered storage system, run the following command:

[root@cmrest tmp]#curl -k

https://cmrest.ransomware.net:23451/ConfigurationManager/v1/objects/storages
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Configuring and Installing Veritas NetBackup
Components

Configuring Veritas NetBackup consists of the following high-level steps:

Installing the Master server

o Installing NetBackup Media Server

o Installing NetBackup Client

e Configuring MSDP storage

e Configuring MSDP-C Storage

e Configuring Storage Life Cycle Policy

¢ Installing and Configuring CloudPoint Server to use Snapshot Manager
¢ Installing NetBackup Malware Scanner

e Configuring Anomaly Detection

Installing the Master server

To install the NetBackup master server, see the NetBackup Install Guide.

Installing NetBackup Media Server

To install the NetBackup media server, complete the procedure in the NetBackup™ Installation
Guide (veritas.com).

Installing NetBackup Client

To install NetBackup on the client, copy the Binary file to the client server.

For more information, see the NBU installation Guide.

Configuring MSDP Storage

To configure the MSDP storage, disk pool, and storage unit, complete the procedure described in
the following location:

https://sort.veritas.com/public/documents/isa/7.3.0.1/linux/productquides/html/access nbu_solutions
7301 lin/ch03s06.htm
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Configuring MSDP-C Storage

Configuring the MSDP-C storage consists of the following high-level steps:

Prepare the environment
Create an MSDP cloud immutable storage volume
Add a Disk pool from the NetBackup WEB Ul

Create a Storage Unit using WORM Lock feature

Prepare the environment

Before you begin, prepare the environment as follows:

1.

2.

3.

Create an immutable storage volume from Veritas NetBackup, which creates a bucket in HCP for
cloud scale.

Verify that HCP for cloud scale has a valid SSL certificate.

To perform the system and admin tasks, set up the following environment variables on the
MSDP-C server:

export MSDPC_ACCESS_KEY =xxxx

export MSDPC_SECRET_KEY=yyyy

export MSDPC_REGION=us-west-2

export MSDPC_PROVIDER-= Hitachi-csl

export MSDPC_ENDPOINT= HCP for cloud scale server name

Verify that the following Veritas NetBackup cloud storage providers for HCP for cloud scale are
available:

hitachi-csw (HCP for cloud scale, WAN)
hitachi-csl (HCP for cloud scale, LAN)
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Cloud Sterage Server Configuration Wizard - MetBackup >

Add Storage Server
Select cloud provider

Storage API type: All cloud storage provider types | - |

Cloud storage providers

Type here ta search H Q |

Hitachi Content Platform - LAN ($3)
HCP High Bandwidth Configuration for LAM-connected

Hitachi Content Platform - WAN (S3)
HCP Low Bandwidth Configuration for WARN-connected

Hitachi Content Platform for Cloud Scale - LAN (53)

HCP for Cloud Scale - High bandwidth LAM connections

Hitachi Content Platform for Cloud Scale - WAHN (53)
HCP for Cloud Scale - High bandwidth WAM connections

Create an MSDP cloud immutable storage volume

To create and manage immutable cloud volumes, use the Veritas NetBackup MSDP cloud admin
tool, msdpclutil. This tool is located in the /usr/openv/pdde/pdcr/bin folder.

Note: To skip SSL, use “—disabless|”. For more details, see the Troubleshooting section.

1. Create a cloud immutable storage volume using the msdpclutil tool. Run the following
command:

/usr/openv/pdde/pdcr/bin/msdpcldutil
/usr/openv/pdde/pdcr/bin/msdpcldutil create -b veritas-ransomware -v
veritas vol --mode COMPLIANCE --min 1D --max 30D --live 2025-08-25 --

disablessl

[rootGUBUNEDIA tap]# /usr/openv/pdde/pdcr/bin/msdpcldutil create -b veritas-ransomiare -v veritas vol —-node COMPLIMCE —-nin 1D --nax 30D —Live 2025-08-25

~gisabless1]

2. Update the cloud immutable storage volume with the minimum and maximum retention period
values. Run the following command:

/usr/openv/pdde/pdcr/bin/msdpcldutil update range -b veritas-ransomware
-v veritas vol --min 5D --max 30D

/usr/openv/pdde/pdcr/bin/msdpcldutil update -b veritas-ransomware -v
veritas vol --mode COMPLIANCE --min 1D --max 30D --live 2025-08-25 -

Hitachi Vantara-Veritas NetBackup End-to-End Cyber Protection Solution Page 17




disablessl

rootQUBUNEDIA tap# /usr/openv/pede/pdcr/bun/msdpcldutal. updte -b ver kas-ransomare -v verttas vol ~ode CONPLIAMCE ~ntn 1D --nex 380 ~Live 2625-08-15

Hisalesst |

NetBackup when setting up the environment. Run the following command:

/usr/openv/pdde/pdcr/bin/msdpcldutil list —--disablessl

To view the defined storage parameters, list the immutable bucket that was created using Veritas

[ root@NBUMEDIA tmp]# /usr/openv/pdde/pdcr/bin/msdpcldutil list --disablessl

Bucket: veritas-ransomware

{
"Bucket": "veritas-ransomware",
“Volume": "veritas_vol",
"Region": "us-west-2",
“Volume_Mode": "COMPLIANCE",
“"Volume LiveState": "ON",

"Volume_LiveUntilDate"”: "2025-08-25 00:00:00 +0000 UTC",

“Volume_L1iveDuration": "2Y289D",

“Volume RetentionTimeInherit": "unknown",
“Volume_LockMin": "86400",
“Volume_LockMax": "2592000",
"Volume_Configured”: false

4. From master server properties, select Cloud Storage.

4 Applications  Places  Master Server Properties: NBU.ransomware.net

Wed 07:43 % 4 ¢

[ Login Activity

[hdll

I Connected

Master Server Properties: NBU.ransomware.net X
. Cloud Storage
© Veritas NetBackup™ 5 Coudsiorge I
Cloud Storage:
File Edit View Actions Help S ailove Service Hostname / Auth... Senvice Endpoint Service Provider | [ Add... N,
o oE anaewah v 2e e
[ NBU.ransomware.net (Master Se... |*[ master server & Media
B NBU.ransomware.net (Master Servel] = & Timeouts
Backup, Archive, and Restore |k o ® Client Attributes
I Activity r -8 NBU.ransomware.n§ =3 o o
Activity Monitor 5 Distributed Appli
¢ NetBackup Management | & Firewall
¢ [E) Reports i
Policies @Logging
o (= Storage | & Clean-up
Catalog e
T Catal @ NDMP
¢ 8} Host Properties @ Access Control
 Master servers @ unix server
& Media Servers B Backup Host Pod
B4 Clients . 5 =|
~Ha BB WMware Access |
™ Applications e .
¢ B Media and Device Management Ly RAV =5/ Hos
2 Device Monitor @ NutanixaHV Accg
| 20 Network Settingl | | Assodiated Cloud Storage Servers for:
fia Credential Acceg Storage Server Name Type
¢ % Default Job Prior
ﬁ ’E"‘[jl‘fw Hai‘ Hosts & Enterprise Vault
[ Login Banner Co
@3 Resource Limit
ent el % Throttle Bandwid
& Preferred Netwo
24 Resil wor|
@sippa
&= Cloud Stol -
£ ] ]
* |&| Loading Cloud Instances... oK cancel Apply Help

Status

Resiliency
Off

(@ Alert Notification

5. Add the Media server to the cloud provider Hitachi Content Platform for cloud scale LAN.
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Master Server Properties: NBU.ransomware.net x

Cloud Storage

. r_'[vw.nu T anr\.vu\r.‘

1
@ Fibre Transport L4

r

E Servers
=¥ Bandwidth Cloud Storage: S— e -
@ Restore Failover [service Hostname / Auth..]  Senvice Endpoint | Service Provider | | Add...
B) General server|
| @ Port Ranges Add Cloud Storage x Change...
lli & Media Remove

@D Timeouts
b client Attribute

&8 pistributed Appl Provider type:
& Firewall

General Settings | Region Settings |

@y Logging Seryice host:
lean-

g ;3:2 - Service endpoint:

@ Access Control HITP port:

@ unix server
@ Backup Host Pd HTTPS port:

%mﬁ Accessl | storage server name:
) NutanixAHV Ace Endpoint access style: |[Path Style v 2

24 Network Setting

fiy credential Acc l Change... II

=® Default Job Prio
& Enterprise Vau

Master Server Properties: NBU.ransomware.net S

45 Fibre Transpor't
B servers

¥ Bandwidth ; Cloud Storage:

% Restore Failover| | | [Service Hostname / Auth...| Service Endpoint | Service Provider | | Add...

& General server

@ Port Ranges Add Cloud Storage x Change...

ﬁ Media Remove

&3 Timeouts -

2 Client Attributet | General Settings | Region Settings |

&9 pistributed Appy Provider type: [Hitachi Content Platform for ... ||

& Firewall

i@ Logging Service host: |hcpes-shared.gpsecontent.local |

| -

i E;:'g P Service endpoint: | |

&) Access Control HITP port: [so |

i unix server -

) Backup Host Pa HTTES port: |aa3 |

& VMware Access Storage server name: |NBUMEDIA ransomware.net |

) RHV Access Hos

B NutanixaHV Ace Endpoint access style: |Path Style |~

248 Network Settin
- Crecencl Acc
- =g Default Job Prio 1

& Enterprise
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6. Add region settings.

B L

Add Cloud Storage b

General Settings | Region Settings |

Regions:

Region name Location constraint Service host

us-west-2 lus-west-2 ihcpc -shared.gps...

Add a Disk pool from the NetBackup WEB Ul

To add a disk pool from the NetBackup Ul, complete the following steps:
1. Select a media server.

2. Enter a pool name.
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Add disk pool X

o Disk pool options @ Volumes @ Replication @ Review

Storage server name * Features

NBUMEDIA.ransomware.net Accelerator, A.LR,, Instant access, WORM capable

Disk pool name *
MSDPC-pool [i]

Description

[[] Limit1/0 streams

3. Select the WORM lock feature.
4. Select an existing cloud bucket name.

5. Click Next.

(S Veritas NetBackup”

Add MSDP disk pool x
- .
g= Microsoft SQL Server
= ° Disk pool options 0 Volumes @ Replication @ Review

Nutanix AHV
WUKM =

— Use object lock
s OpenStack NetBackup retrieves the Object Lock information from Cloud storage. Ensure that the targeting bucket is created, and the Objet mode s set. Refer to the NetBackup Deduplication Guide for more details.

@% Oracle

Cloud buckets
& RHV -
(@ Enter an existing cloud bucket name

& saas

Cloud bucket name

veritas-ransomware
@& VMware

Storage () select or create a cloud bucket

o= Storage configuration
Compression and Encryption

0 Storage lifecycle policies
¥ MSDP compression is automatically enabled

8 catalog % MSDP KMS encryption is not enabled

B Detection and reporting

Previous Next

6. Without adding replication, click Next.
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7. Ensure that the use object lock feature is enabled.

° Disk pool options ° Volumes ° Replication o Review

General settings
X UseSSL % Check certificate revocation
Proxy settings

% Use proxy server

WORM settings

+ Use object lock

Disk pool configuration

Configuring the disk volume.

Configuring the disk pool.

The volume configuration is true only after you add the volume with the same name from the
NetBackup UI.

[root@BUMEDIA goodies]# /usr/openv/pdde/pdcr/bin/msdpcldutil list -—-disablessl

Bucket: veritas-ransomware

{
"Bucket": "veritas-ransomware",
"Volume": "veritas vol",
"Reglon": "us-west-2",
"Volume Mode": "COMPLIANCE",

"Volume L iveState": "ON",

"Volume LiveUntilDate": "2025-08-25 00:00:00 +0000 UTC",
"Volume LiveDuration": "2Y346D",

"Volume RetentionTumeInhertit": "unknown",

“"Volume LockMuin": "86400",

"Volume | ockMax":

"Volume Configured":

Name Available space Total size Encryption Replication Bucket name WORM capable Minimum lock duratio  Maximum lock duratic
PureDiskVolume 1.347B 13478 Yes None
veritas_vol 8.00 PB 8.00 PB No None veritas-ransomware Q 1 day 30 days

8. Verify the bucket and volume from HCP for Cloud Scale tab.
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HITACHI | 53 Console 2

¢ veritas-ransomware

veritas-ransomware / veritas_vol /

Browse Overview Properties
[] show deleted objects Upload Object
O an 7 Delete ¢ Destroy
Name Size  Modified Owner Storage class

O [ data = = STANDARD

[] [ databases = = STANDARD

[0 [ lockdown-mode.conf 23B  09/13/2022 04:42:59 Mousumi Ghosh STANDARD

O [ Isu-worm.conf 72B 09/13/2022 04:42:59 Mousumi Ghosh STANDARD

Create a Storage Unit using WORM Lock feature

To create a Storage Unit using WORM Lock feature, complete the following steps:
1. Click Add Storage Unit.

2. Select the storage type.

Add storage unit

Select the type of storage that you want to configure

() AdvancedDisk
Media server local storage

Cloud storage
Direct backup to cloud

O

@ Media Server Deduplication Pool (MSDP)
Deduplication to local storage and cloud

)

OpenStorage

3. Click Start.

4. Verify that WORM capable is checked.
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(© Veritas NetBackup”

o Disk pool successfully created. x

>{ Nutanix AHV

° Basic properties ° Disk pool ° Media server o Review
E OpenStack
5= Oracle T 1 S
L Name Available space Raw size Replication Volumes WORM capable Minimum fock durat  Maximum lock dura
-
= RHV MSDPC-pool - - None veritas_vol (] 1day 30 days
& Saas Showing 1-1 of 1
®& VMware
Storage Media server ~
&= Storage configuration N
) Name NetBackup version 0S platform
€D storage lifecycle policies
~' g e EE
NBUMEDIA.ransomware.net 10.0 Linux

8 catalog

1 Records
Detection and reporting

™ Anomaly detection

@ Malware detection @ @‘

5. Verify that a storage unit is created.

Storage servers Disk pools Storage units Universal shares
+add | | Q Y £ mv iEv
] Name Media servers Category Disk pool L Fragment ¢ Disk pool High waterm  Low water mé Use WORN On deman Maximum
- D adv-stu-stu] Any available AdvancedDisk 44.02 MB of 512GB adv-stu Q 1
D basic-stu NBUMEDIA.T Basic disk 586.12 MB( °12GB 10
[] |MSDP-me.] NBUMEDIAr. MSDP 58612 MB ¢ 50GB MSDP-media 100
D MSDPC-sty NBUMEDIAT MSDP 0.00 KB 50 GB MSDPC-pool o o 100

Configuring Storage Life Cycle Policy

A storage lifecycle policy (SLP) is a storage plan for a set of backups that is required to use the
Snapshot Manager application.

Conflict Staterment
Wwhile configuring a NetBackup policy with the
veritas snapshot option (WSO) FIM, you must select
an SLP as Policy storage destination.

To create a new storage lifecycle policy, complete the following steps:
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1. Right-click on Storage Lifecycle Policies and then click New Storage Lifecycle Policy.

¢ = Storage
=) Storage Units
o G Storage Unit Groups
Storage Lifecycle Polirias '
@ SLP Windows Change Server... Alt-C

=) Catalog _ New Window from Here Ctrl-H
¢ &8 Host Properties
g Master Servers Y% New Storage Lifecycle Policy... Ctl-n
&h Media Servers Change...

B Clients

o ™ Applications Detete e
=) Media and Device Manager % Copy 2o
2 Device Monitor Suspend secondary operations
o B Media __ : _ -
o Deniices Activate secondary operations
& Drives :

2. Add an SLP name.
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E New Storage Lifecycle Policy@NBU.ransomware.net

[ Storage Lifecycle Policy | Validation Report |

Storage lifecycle policy name: Data classification: Priority for secondary operations:

| | BN dataciass n [,| g/~ (higher number is greater priority)

Operation | Storage |Target Ma...l_ Window |Volume Poo[_Media Ow. .. ‘ Retention ...[_Retention .| Alternate ...| Preserve ..

Add... Change ' Remove

State of secondary operation processing
To find impact on Policies associated with this SLP

® Active due to change in configuration click here.

) Postponed | Check for Conflicts with Backup Policies
[J until |

OK I | Cancel Help

3. Select an operation.
+ First operation - Snapshot is created on a Hitachi VSP 5600 storage system.

+ Second operation - Backup of snapshot is stored on NetBackup media server (Hitachi
VSP 5600 storage system).

* Third operation - Backup of snapshot is stored on HCP for cloud scale.
4. Select Destination Storage.

5. Select an image expiry retention type and period.
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E New Operation@NBU.ransomware.net

| Properties

Source storage: -

Operation: Backup 1'|
Backup
Destination StoSnapshot n
Destination std{import
MSDP-media-stu v

Retention type:

ixed ‘v‘

| | | Retention period:

Media owner: ‘2 weeks {Retention Level 1} |v|

| |

|
|
Volume pool: |

File Edit View A
[« EIEIREEEEEIE A
[ Storage Lifecycle Policy | Validation Report |

NBU.ransomware.net {Master Se... : 4 Storage Lifecycld ‘

Bl change Storage Lifecycle Policy@NBU ransomware.net

E NBU.ransormware.net {(Master Server « | Storage lifecycle policy name: Data classification: Priority for secondary operations:
i:;btim’:ﬁk:’: and Restore @ SLP-MSDP {’<NO data class... lv] ‘ 0 E {higher number is greater priority}
¢ M NetBackup Management ) SLP-Cloud
| E Reports (@ SLP_test2 [ Operation 77 Storage iTarget Ma..;i Window ;yq!ume Pooj Media Ow“."Retamlon ‘jﬁeteh;mh H;A\tema
=2 ngrc:gi S tass Snapshot MSDP-media - S = - 4 Fixed 2weeks -
(B storage Units Backup From Snapshot MSDP-media - Default_2... - Fixed 2 weeks -
= & Storage Uit Groups Backup From Snapshot MSDPC-stu - Default_2 - - Fixed 2 weeks -

L storage Lifecycle Policies
SLP Windows
Catalog
[ Host Properties
Master Servers
a'l Media Servers
Es Clients
Applications
¢ =) Media and Device Management
2 Device Monitor ]
¢ Media 4] i |»
o #a Velume Pools y .
o & volume Groups ‘ ‘ ‘ ‘ | | ‘ ‘

o Robots T 1
& Standalone add... | | change ‘ ‘ Remove |
o E Devices d
¢ Credentials State of secondary operation processing
(& Disk Array Hosts . To find impact on Policies associated with this SLP
& NDMP Hosts ® Active due to change in configuration click here.
Bl storage Servers / i
& virtual Machine Servers - Postponed | Check for Conflicts with Backup Policies |
- Snapshot Management Se Ol until = :

I

83 WebSocket Servers —

¢ G¥ Security Management
& security Events

¥ Host Management oK | | cancel

o [F] certificate Management

Help
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Installing and Configuring the CloudPoint Server to
use Snapshot Manager

Configuring the CloudPoint Server consists of the following high-level steps:
e Preparing for CloudPoint Installation

e Installing CloudPoint using Docker

e Configuring CloudPoint plug-ins

e Configuring Policy for using Snapshot Manager

Preparing for CloudPoint Installation

To install the container Platform Docker, complete the described in the following location:
https://www.veritas.com/content/support/en US/doc/140789355-151836558-0/v140790360-
151836558

Installing CloudPoint using Docker

To install CloudPoint using docker, complete the following steps:

1. Download the file from Veritas download center.

2| VRTScloudpoint-docker-10.0.0.0.9818

docker load -i Veritas CloudPoint 10.0.0.9818.img.gz

docker run -it -rm -v /cloudpoint:/cloudpoint -v
/var/run/docker.sock:/var/run/docker.sock
veritas/flexsnap-cloudpoint: 10.0.0.9818 install

g the services

tion started at time: Wed Aug 10 ©4:05:58 UTC 2022
G: You're not using the default seccomp profile
server version: 1.13.1

fresh install of NetBackup CloudPoint .9818

t currently is not configured. Starting initial services before configuration.
network: flexsnap-network ... done
-fluent:

2. From the NetBackup Ul, click Snapshot Manager.
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3. Enter a CloudPoint server name, user name, and password (which you created during
installation).

NBU.ransomware.net {Master Se... |{| § Snapshot Management Servers (1 selected) |':n:|:'r h 7 :
& NBU.ransomware.net (Master Server~ —:
Backup, Archive, and Restore
Activity Monitor CPE.ransomware.local
e NetBackup Management E Change Snapshot Management Server@NBU.ransomware.net
o |=] Reports
E Policies
¢ (= Storage
(=) Storage Units
o Storage Unit Groups
8 Storage Lifecycle Policies
@ SLP windows
=) Catalog 443|%
¢ & Host Properties —
f_’ Master Servers :
&R Media Servers | Walidate Server
Es Clients i
o- [ Applications
e E) Media and Device Management . )
53 Device Monitor Enter credentials for added CloudPoint Host Name:
¢ B Media User name:
o ¥z volume Pools
o & volume Groups [uSER_cPE
o 8 Robots
&' Standalone
o E Devices |
¢ Credentials
(& Disk Array Hosts
& NDMP Hosts | |
Bl storage Servers
@ virtual Machine Servers
g Snapshot Management Se
B3 webSocket Servers

-

Host Name | | :

CloudPoint Host Name:

CPE.ransomware.local

[v] Connect using Port number

Password:

Cancel

Configuring CloudPoint plug-ins
To configure CloudPoint plug-ins, complete the following steps:
1. Enter a unique plug-in ID.
2. Enter a Hitachi API Configuration Manager (CMREST) server IP.
3. For server port, enter 23451.
4. Enter an array username and password.

5. Enter the storage device ID that you created during Hitachi storage system registration.
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Configure Plugin

CloudPoint Server: NBUCPE.ransomware.local

Selected Plugin: Hitachi Storage Array

Credentials
Enter Plugin 1D:
VSP5600H

Hitachi Configuration Manager Server IP:
Hitachi Configuration Manager Server Port:
23451

Array Username:

Array Password:

Array storage Device Id:

OK Cancel ; Help

Configuring a Policy for using Snapshot Manager

To configure a policy, complete the following steps:

1. Right-click on Summary of all policies.
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2. Click New Policy.

All Policies

: 2 Policies {0 sei

NBU.ransomware.net (Master Server) |- Name
[= 2
‘Eﬂiﬁwﬁﬂlﬁ i New Policy...

standard

ﬁ-&w ndows_backug

o New Schedule..
= New Client..
i New Eafkup Selection...

& Insert... Insert
X Delete Delete
# Change...
T® Copy To New...
o Cut Chrl-X
& Copy Alt-C
L paste Ctriv
% | Refresh FS
Activate
Deactivate

Manual Backup...

Upgrade Host...

3. Enter a policy name and click OK.
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E Add a New Policy@NBU.ransomware.net

Policy name:

Use Policy Configuration Wizard.

Cancel

Select a policy type.
For policy storage, select SLP.
Click Perform Snapshot Backups.

Select snapshot options.

© N o o &

For snapshot method, select VSO (applicable for standard policy type).
VSO is used for snapshots that are managed using CloudPoint.

Using the NetBackup Snapshot management framework, you can use CloudPoint for taking
snapshots of your images. With this release, you can protect all the on-premises storage
systems that are supported by CloudPoint.

9. For snapshot type, select COW (Copy-On-Write). (Ensure that no active COW snapshots are in
progress. If there is an active COW snapshot, the snapshot process has a handle open to the
volume.)

10. Provide a maximum snapshots number for the policy.
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&) server: NBU.ransomware.net

i Attributes |E Schedules | B Clients

| B8 Backup Selections |

Policy type: \stannaru

The following selections are optional. If no snapshot method is selected,

Destination:

NetBackup will select a snapshot method at the time of backup.

Data classification: {<N0 data classification> ]vi

Snapshot method for this policy:

Policy storage: |SLP-Cloud J‘vl ‘VSO hd

r

Policy volume pool:

The following parameters can be set for backups performed in this policy

[ Take checkpoints every: minutes Configuration Parameters

[ Parameter | value
[[] Limit jobs per policy: Snapshot Type Cow
lob priority: ’—ﬂ thigher number is greater priority} Snapshot Host CPE.ransomware.local

that use this snapshot method:

Media Owner: |

Maximurn Snapshots (Instant Recovery only) 200

Snapshot Client and Replication Director
[ perform block level incremental backy
[l Use Replication Director

[]Enable vendor change tracking for inc

Perform snapshot backups

ps

remental backups

[ ok || cancel || melp |

[IHyper-V server:

[ Perform off-host backup

[¥] Retain snapshot for Instant R ry or SLP manag it

Database backup source: |~

‘ Preferred server list. {Exchange DAG only)

Use: |

|
‘ Dynamic Data Streaming Attributes

Machine: |

‘v} [J Allow Dynamic Streaming

Maximum number of streams per volume

Maximum number of files in a batch
OK | \ Cancel ‘ [ Help ]
11. Add schedules.

& Server: NBU.ransomware.net

" Attributes | ® Schedules | s clients | B8 Backup Selections
2 4 5] 8 10 12 14 16 18 20 22 24
Sun
+ + + + + + -+ -+ -+ -+ + + + + + + -+ + -+ -+ + -+ +

Mon - + + + + + - - - - - + - + + + - + - - - - -
Tued + + + + + + + + + + + +* + +* + + + + + + + + +
we + + + + + + + + + + + + + + + + + + + + + + +
Th.u - + + + + + -+ -+ -+ -+ - + - + + + + + + -+ - -+ -

;”t +r e+ e+ w e e e+

al

Name Type ‘ Synthetic B...| Disk-Only B...| Retention P..|Retention L...| Freguency |Media Multi...| Storage Volume Pool Policy Media Owner|Accelerator.. |
D full Full Backup No No Determined... 01 week 1 standard _n... No
12. Add the client name you want to back up.

& Server: NBU.ransomware.net
_ [ Attributes '@ Schedules | & Clients L@_B_a_c_l_c_l_.lp Selections |

. Client Name | Hardware I ) Operating System Resiliency

=) nbuora.ransormware. net Linux RedHat3.10.0

13. Select the backup path.

&) server: NBU.ransomware.net

[ attributes | @ Schedules | B Clients | &8 Backup Selections |

|
|
|\@ sile_system/

Backup Selection List
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Installing NetBackup Malware Scanner

NetBackup malware scanner installation consists of the following high-level steps:
e Preparing the scan host

¢ Installing the malware scanner

Preparing the Scan Host

1. Validate the pre-requisites listed in the following URL:

https://www.veritas.com/support/en US/doc/21733320-149123528-0/v152616050-149123528

2. Before using the Malware scanner, review the following workflow:

https://www.veritas.com/content/support/en US/doc/21733320-149123528-0/v152646970-
149123528

Important: You must configure instant access BYO on the MSDP storage server as desribed in
the following location:

https://www.veritas.com/content/support/en US/doc/25074086-151874763-0/v144265324-
151874763

3. To verify whether the mount is working or not, create NFS from the media server manually as
follows:

[root@NBU ~]# mkdir /tmp/test

[root@NBU ~]# mount -t nfs NBUMEDIA.ransomware.net:/malwareshare
/tmp/test

Installing the Malware scanner

To install the Malware Scanner, complete the procedure described in the following location:

https://www.veritas.com/content/support/en US/doc/21733320-149123528-0/v152254868-
149123528

Configuring Anomaly Detection

To configure the Anomaly detection setting from the WebUI, complete the procedure in the following
location:

https://www.veritas.com/content/support/en US/doc/21733320-149123528-0/v152007140-
149123528
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NetBackup Backup and Restore Operations

NetBackup Backup and Restore operations consists of the following high-level steps:,

¢ Running a Snapshot Backup Job using a CloudPoint server for VSP 5600 storage system and
HCP for cloud scale

e Restoring a Snapshot Backup Job

Running a Snapshot Backup Job using a CloudPoint
server for VSP 5600 storage system and HCP for
Cloud Scale

1. To perform snapshot and backups of snapshot, click Manual Backup.

In this scenario, we are taking backup of a text file in the ‘/file_system’ path.
File Edit View Actions Help
ENRRRE | IENEIEIEEEY PGB D X @ 2l [Login Adivity 9]

NBU.ransomware.net (Master Se... || all policies [ standard_nbudtient earc [§
somwa Master Server & v { S
] NE%;SC[;;"‘ "fvgﬂa(ﬂ"]aRgf"w:’*E' i fUL ransom N::””:f‘\M“‘E“'ENE” Name I Type [Data Clas...] Storage Volume P...|Media Ow..] Checkpoi...] Jobs/Policy| _Priority
%mwv Monitor ) ' O EEFEER T B standard_nbucli... Standard - SLP-Cloud NetBackup Any 0 - q
¢ @usta p Manag o Attributes | @ New Policy...
¢ [E) Reports Schedules 7
@ Status of Backups % lants @ new Schedule...
& client Backups B8 Backup Seled &5 New Client...
& Problerns o @ test_malware | (i New Backup Selection...
&2 All Log Entries = :
Images on Media o
& Media Logs X Delete Delete
o 6Tape Reports &1 Change...

o (1] Disk Reports
o @) vault Reports
@) Policies
¢ (=) Storage
() Storage Units
o & Storage Unit Groups S
[ Storage Lifecycle Policies [Z] Refresh

Manual Backup...

¢® Copy To New...

@ SLP windows
=) Catalog

¢ & Host Properties
Master Servers
S Media Servers
&5 Clients
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2.

E Manual Backup@MBU.ransomware. net

B Server: NBU.ransomware.net

Start backup of policy: Ok

Ist andard nbuclient

ga&cel

Select the schedule you want to use:
|full

Help

Select one or more clients vyou want to back up.
you select no clients, all clients are backed up:

According to SLP, Snapshot job (Copy 1) has been completed successfully.

, Reloaich e < State _|stat..| Status | Job Folicy._ | Job Schedule| Client Media Se.. | Start
iz% 769 Snapshot ) Active standard_nbuclient full nbuora. ransomware.net NBUMEDI... Oct 28, 2022
} “obld | = Type __ < State  Stat., Status | Job Policy | Job Schedule | _ _Client _|MediaSe..| ___Start
* 769 Snapshot Done 0 standard_nbuclient full nbuora.rar e.net NBUMEDI... Oct 28, 2022

Verify the Snapshot job from the NetBackup Ul.

Snapshot job (Copy 1) is created in the VSP 5600 storage system as shown in the following
image:

Hitachi Vantara-Veritas NetBackup End-to-End Cyber Protection Solution Page 36



3.

Job ID: 769 Job State: Done {Successful)
Job Overview | Detailed Status | Job Hierarchy |
||

Attempt: =l Attempt Started: Oct 28, 2022 5:56:24 AM

Job PID: Attempt Elapsed: 00:06:12

Storage Unit: MSDP-media Attempt Ended:  Oct 28, 2022 6:02:36 AM

Media Server: NBUMEDIA.ransomware.net KB/Sec:

Media Transport Type: LAN

Status:

[Oct 28, 2022 5:56:42 AM - started process bpbrm (pid=23581) a

| Oct 28, 2022 5:56:51 AM - Info bpbrm (pid=23591) The data-in-transit encryption (DTE) is disabled for the client (nbuera.ransormware.net) as the global DTE mode is set to 'Preferred Off' and the ||
|0:t 28, 2022 5:57:19 AM - Info bpbrm (pid=23591) nbuora.ransomware.net is the host to backup data from

IOct 28, 2022 5:57:19 AM - Info bpbrm (pid=23591) reading file list for client

|Oct 28, 2022 5:57:28 AM - Info bpbrm (pid=23591) start bpfis on client

| Oct 28, 2022 5:57:28 AM - Info bpbrm (pid=23591) Starting create snapshot processing

lOct 28, 2022 5:57:37 AM - Info bpfis (pid=31252) Backup started

IOct 28, 2022 5:59:45 AM - end SLP Managed Snapshot:Create Snapshot; elapsed time 0:03:21

Oct 28, 2022 6:00:45 AM - Info bpbrm (pid=23591) validating image for client nbuora.ransomware.net

| Oct 28, 2022 6:00:55 AM - Info bpfis (pid=31252) done. status: 0: the requested operation was successfully completed
| Oct 28, 2022 6:00:55 AM - end writing

Operation Status: O —
:Oct 28, 2022 6:00:55 AM - end Parent Job; elapsed time 0 31

| Oct 28, 2022 6:00:55 AM - Info nbjm (pid=2557) snapshotid=nbuora.ransomware.net_1656950984
Oct 28, 2022 6:00:55 AM - begin SLP Managed Snapshot:Delelk Snapshot

|0ct 28, 2022 6:01:03 AM - started process bpbrm (pid=24117)
Oct 28, 2022 6:01:09 AM - 117) The data-in-transit encryption (DTE) is disabled for the client (nbuora.ransomware.net) as the global DTE mode is set to 'Preferred Off' and the
4117) Starting delete snapshot processing

32) Backup started =
32) done. status: 0

35 AM - end SLP Managed Snapshot:Delete Snapshot: elapsed time 0:01:40

S AM - Info bpfis (pid=832) done. status: 0: the requested operation was successfully completed
5 AM - end writing

Verify the Snapshot job (Copy 1) from the VSP 5600 storage system.

All Tl pairs are created after the snapshot job is completed from NetBackup.

SI Pairs  TI Root Volumes Consistency Groups Snapshot Groups

Selected:

0 of 1

1 3 i
Filter | oW [ETE3  [Select All Pages| Column Settings|

Costonsw [e][€] : Wt 3151
| woev o LDEV Name Bort 1D ?—ic:st Group Name / iSCSI Targat LUN ID Namaespace Number of Number of Pairs ot
iSCSI Target Alias Name 10 Snapshot Data in PSUE status
Ll @e veritas_o... = CL1-H 1H-GO1 (01) ign.1994-0... 0 - & 0  Disabled
=
| #Fiker || on [EE3  |Select All Pages Optionsw |lic][«] 1 71
Secondary Volume
Snapshot Date Snapshot SLU ID
LDEV ID LDEV Name Port ID O T iSCSI Targat Name LUN 1
iSCSI Target Alias
2022/09/29 08:35:53 - 00:00:03 NE1664440586044761851 CL1-A 1A-G00 (00) - o
2022/09/25 09:56:10 = 00 16 NE16644409540843761990 CL1-A 1A-G00 (00) i 1
2022/10/28 09:57:49 - 00:00:18 NB16669509840947258900 CL1-A 1A-G0O (00) - 2
2022/10/17 10:46:01 - 00:00:18 NB16660034850730382724 CL1-A 1A-G0O (00) ¥ 3
2022/10/18 05:13:46 - 00:00:1C NB16660699700720816724 CL1-A 1A-G0O0 (00) - 6
2022/10/18 07:00:43 = Mﬁg MNE16660763710544558844 CL1-A 1A-G0O0 (00) £ 7
According to SLP, Backup of the snapshot job (Copy 2) is completed successfully:
* 772 Backup From Snapshot Done 0 SLP_SLP-Cloud full nbuora.ransomware.net NBUMEDIA.r... Oct 28, 2022
X= 771 Backup From Snapshot Done 0 SLP_SLP-Cloud - nbuora.ransomware.net NBUMEDIA.r... Oct 28, 2022

Verify whether the snapshot job (Copy 2) is created from the NetBackup UI.

The backup of snapshot (Copy 2) is backed up in the VSP 5600 storage system as shown in the
following image:
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\BU.ransomware.net

Job ID: 771 Job State: Done {Successful}
["Job Overview | Detailed Status | Job Hierarchy |
=l
Attempt: =l Attempt Started: Oct 28, 2022 6:03:41 AM

Job PID: Attempt Elapsed: 00:19:09

Attempt Ended:  Oct 28, 2022 6:22:50 AM

Storage Unit:

Media Server: NBUMEDIA.ransomware.net KB/Sec:

Media Transport Type: LAN

Status:

Oct 28, 2022 6:03:40 AM - Info nbjm (pid=2557) starting backup job (jobid=771) for client nbuora.ransomware.net, policy standard_nbuclient, schedule full i

Oct 28, 2022 6:03:40 &M - Info nbjm (pid=2557) requesting STANDARD_RESOURCE resources from RB for backup job (jobid=771, request id: {CCBDBEA2-5647-11ED-AEDC-B43E4D0AE373])

Oct 28, 2022 6:03:40 AM - requesting resource MSDP-media

Oct 28, 2022 6 40 AM - requesting resource NBU.ransomware.net. NBU_CLIENT.MAXOBS. nbuora.ransomware. net

Oct 28, 2022 6:03:41 AM - granted resource NBU.ransomware.net, NBU_CLIENT, MAXJOBS.nbuora, ransomware, net

Oct 28, 2022 6:03:41 AM - granted resource MedialD=@aaaai: DiskVolume=FureDiskVolumne; DiskPool=MSDP-media;Path=PureDisk\olume;StorageServer=NBUMEDIA.ransormware. net: MediaServer
Oct 28, 2022 6:03:41 AM - granted resource MSDP-media

Oct 28, 2022 6:03:41 AM - estimated 0 kbytes needed T
Oct 28, 2022 6:03:41 AM - begin Parent Job

Oct 28, 2022 6:03:41 AM - begin SnapDupe Mount:Read File List

Operation Status: 0

Oct 28, 2022 6:03:41 AM - end SnapDupe Mount:Read File List; elapsed time 0:00:00

Oct 28, 2022 6:03:41 AM - begin SnapDupe Mount:import Snapshot

Oct 28, 2022 6:03:41 AM - Info RUNCMD (pid=25355) started —
Oct 28, 2022 6:05:26 AM - Info vfms (pid=2131) Using snapshot server :CPE.ransomware.local

Oct 28, 2022 6:07:05 AM - Info RUNCMD (pid=25355) exiting

Operation Status: 0

Oct 28, 2022 6:07:05 AM - end SnapDupe Mount:import Snapshot; elapsed time 0:03:24

Oct 28, 2022 6:07:05 AM - begin ShapDupe Mount:Deferred Resource

Operation Status: skipped

Oct 28, 2022 6:07:05 AM - end SnapDupe Mount:Deferred Resource; elapsed time 0:00:00

Oct 28, 2022 6:07:05 AM - begin SnapDupe Mount:Mount Snapshot

Oct 28, 2022 6:07:05 AM - Info nbjm (pid=2557) snapshotid=nbuora.ransomware.net_1666950984

Oct 28, 2022 6:07:23 AM - started process bpbrm (pid=24752)

Oct 28, 2022 6:07:32 AM - Info bpbrm (pic=24752) The data-in-transit encryption (DTE) is disabled for the client (nbuora.ransomware.net) as the global DTE mode is set to 'Preferred Off' and the
Oct 28, 2022 6:07:59 AM - Info bpbrm (pid=24752) nbuora.ransomware.net is the host to backup data from —

net N22 A:N7:59 &M - Infn hnhrm (nid=24752) readina file list for clisnt I "
< i »
Current Kilobytes Written: Estimated Kilobytes: (1]

Current Files Written: Estimated Files: 1

Current File:

Troubleshooter...

According to SLP Tasks, backup of snapshot (Copy 3) is completed successfully.

£ 776|Backup From Snapshot |Done 0 SLP_SLP-Cloud full nbuora.ransomware.net NBUMEDIA.r... Oct 28, 2022
Y= 775 Backup From Snapshot Done 0 SLP_SLP-Cloud - nbuora.ransomware.net NBUMEDIA.r... Oct 28, 2022

5. Verify whether the snapshot job (Copy 3) is created from the NetBackup UI.

The backup of snapshot (Copy 3) is backed up on the MSDP-C pool as shown in the following
image:
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Job ID: 775 Job State: Done (Successful)
[ Job Overview | Detailed Status | Job Hierarchy |

Attempt: j Attempt Started: Oct 28, 2022 6:37:41 AM
Job PID: Attempt Elapsed: 00:14:03

Storage Unit: Attempt Ended:  Oct 28, 2022 6:51:44 AM
Media Server: NBUMEDIA.ransomware.net KB/Sec:

Media Transport Type: LAN

Status:

Oct 28, 2022 6:37:41 AM - Info nbjm (pid=2557) starting backup job (jobid=775) for client nbuora.ransormware.net, policy standard_nbuclient, schedule full

Oct 28, 2022 6:37:41 AM - Info nbjm (pid=2557) requesting STANDARD_RESOURCE resources from RB for backup job (jobid=775, request id: {BCB7CEDC-56AC-11ED-9640-FF62F119EDBA})
Oct 28, 2022 6:37:41 AM - requesting resource MSDPC-stu

Oct 28, 2022 41 AM - requesting resource NBU.ransomware.net.NBU_CLIENT.MAXJOBS.nbuora.ransomware.net

Oct 28, 2022 6:37:41 AM - granted resource NBU.ransomware.net.NBU_CLIENT.MAX|OBS.nbuora.ransomware.net

Oct 28, 2022 6:37:41 AM - granted resource MedialD=@aaaaw;DiskVolume=veritas_vol;DiskPool=MSDPC-pool;Path=veritas_vol; StorageSenver=NBUMEDIA.ransomware.net; MediaServer=NBUMEDI
Oct 28, 2022 6:37:41 AM - granted resource MSDPC-stu

Oct 28, 2022 41 AM - estimated 0 kbytes needed

Oct 28, 2022 6:37:41 AM - begin Parent Job

Oct 28, 2022 6:37:41 AM - begin SnapDupe Mount:Read File List

Operation Status: 0

Oct 28, 2022 6:37:41 AM - end SnapDupe Mount:Read File List; elapsed time 0:00:00

Oct 28, 2022 6:37:41 AM - begin SnapDupe Mount:impert Snapshet

Oct 28, 2022 6:37:41 AM - Info RUNCMD (pid=8732) started

Oct 28, 2022 6:38:06 AM - Info RUNCMD (pid=8732) exiting

Operation Status: 0

Oct 28, 2022 6:38:06 AM - end SnapDupe Mount:Import Snapshot; elapsed time 0:00:25

Oct 28, 2022 6:38:06 AM - begin SnapDupe Mount:Deferred Resource

Operation Status: skipped

Oct 28, 2022 6:38:06 AM - end SnapDupe Mount:Deferred Resource; elapsed time 0:00:00

Oct 28, 2022 6:38:06 AM - begin SnapDupe Mount:Mount Snapshot

Oct 28, 2022 6:38:07 AM - Info nbjm (pid=2557) snapshotid=nbuora.ransomware.net_1666950384

Oct 28, 2022 6:38:24 AM - started process bpbrm (pid=28249)

Oct 28, 2022 6:38:33 AM - Info bpbrm (pid=28249) The data-in-transit encryption (DTE) is disabled for the client (nbuora.ransomware.net) as the global DTE mode is set to 'Preferred Off and the
Oct 28, 2022 6:39:00 AM - Info bpbrm (pid=28249) nbuora.ransormware.net is the host to backup data from

Oct 28, 2022 6:39:00 AM - Info bpbrm (pid=28249) reading file list for client

mr 127 A6 NA AM - Info hnhrm (nid=28248) Startinn maunt snanshat nry I ‘
< Il D
Current Kilobytes Written: Estimated Kilobytes: 0
Current Files Written: Estimated Files: 1

Current File:

Troubleshooter...

Verify the backups from HCP for cloud scale.

Folders 10 and 11 are created in HCP for cloud scale after backup completion:

HITAGHI | S3 Console B3

¢ veritas-ransomware

veritas-ransomware / veritas_vol / data /

Browse Overview Properties
[] show deleted objects Upload Object 5
Al [ Delete % Destroy
Name Size  Modified Owner Storage class
L M= - ~ STANDARD
LN ET = = STANDARD
IR =5 - - STANDARD
LINNE:S - - STANDARD
CINBEE 7 = = STANDARD
1| =8 “ = STANDARD
()| (e EE = STANDARD
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Folder 10 contains the backup data:

HITACHI | S3 Console

¢ veritas-ransomware
veritas-ransomware / veritas_vol / data / 10/ 211 @622253 3010/ 216172782113802240.s0bhd /

Browse Overview Properties
[[] show deleted objects Upload Object
[ An D
Name Size  Modified Owner Storage class
LI Bio: 172B  10/28/2022 10:29:38 Mousumi Ghosh STANDARD

(9]

Restoring a Snapshot Backup Job

Description before restoration

According to SLP-cloud configuration:

| Storage Lifecycle Policy | Validation Report |

Storage lifecycle policy name: Data classification: Priority for secondary operations:
<No data class...EV| ‘

n = thigher number is greater priority}

Operation | Storage | Target Ma..| Window |Volume Pool Media Ow...|Retention .. Retentio|

Snapshot MSDP-media — = - - Fixed 2 weeks

Backup From Snapshot MSDP-media - & Default... -- - Fixed 2 weeks

Backup From Snapshot MSDPC-stu -- & Default... - - Fixed 2 weeks
% 1381 Backup From Snapshot Done 0 SLP_SLP-Cloud MSDPC-stu full 1006 520,128 nbuora.ransomware.net
%= 1280 Backup From Snapshot Done 0 SLP_SLP-Cloud MSDFC-stu - nbuora.ransemware.net
b4 1378 Backup From Snapshot Done 0 SLP_SLP-Cloud MSDP-media full 1006 520,128 nbuora.ransomware.net
W= 1377 Backup From Snapshot Done 0 SLP_SLP-Cloud MSDF-media - nbuora ransormware.net
X 1378 Snapshot Done 0 standard nbuclient MSDP-media full 53,072 nbuora.ransormware.net

' Copy 1 - Snapshot operation and snapshot image stored on a Hitachi VSP 5600 storage system

having point in time restore feature.

— Copy 2 - Backup of snapshot stored in MSDP-media that is created using a Hitachi VSP 5600
storage system. To reduce the time taken to complete, backup happens in multiple streams.

Copy 3 - Another backup of snapshot stored in MSDP-stu that is created using HCP for cloud scale
—— (object storage). To reduce the time taken to complete, backup happens in multiple streams.

Preparation before Restore

1. Before restoring any files, validate whether the backup images are infected or not. Follow the
procedure in the Malware detection before recovery section.

2. To verify whether the deleted file is restored or not, manually remove the file from the client
machine that was backed up.
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[ root@nbuora 1linux FS]# 1s
file text.txt

[ root@nbuora 1wnux FS]# date
Sun Oct 30 20:14:25 PDT 2022
[ root@nbuora lwnux FS]# pwd
/Linux FS

[root@nbuora linux FS]# |}

[ root@nbuora 1linux FS]# 1s -1rt

total 4

-rw-r—r—. 1 root root 45 Oct 28 02:43 file text.txt
[ root@nbuora lwnux FS]#

[root@buora lwux FS]# rm -rf file text.txt

[ root@buora Lwnux FS]# 1s -lrt

total @

[root@nbuora 1inux FS]# |}

There is no file in client or destination server before restoring.

Restoring from a VSP 5600 storage system

If you want a normal file-level restore, you must restore from the backup images stored in the VSP
5600 storage system. Ensure that the backup image is disinfected.

Complete the following steps:

1. Set backup copy 2 as the primary copy because copy 2 is snapshot copy as per SLP.

net {(Master Se... || Search | Results
Master Server®| | action:
Verify -
Media opTesT
® Media ID: Media host: Copy 2 -
[<All> | POy Trarme:
: <Al Policies> -
2 ima ‘ AT Policy type:
8 o vt [ <A oty ypess -
- Ta s ;
o @1Disk Reports E ¢ &0 Verify... Type of backup:
o 8] vault Reports }
” K Expire... ! Client {host name):
@ Initiate Import... nbuora.ransomware.net -
Date/Time Range aport s Job Priority
From: oct 27, 2022 11:21:02 A— 3 % Set Primary Copy | Override default priority
To:  [oct 30, 2022 11:59:59 F [ B3 Copy To Clipboard <t
Columns >
|3 sart... Help || search Now
B | # Find... Ctrl L !
g g:‘;ﬂ;?g:jce Search Results: 1 backup image(s) found (1 selected} [ W Eliter. .. ekt Iﬁ'l
5 Device Monitor Backup 1D b2 Cl'eal Filter. oo Polic: Schedule Name WORM Unlock Time _|Primar
t Media | A Cleag Fil

2. Set Primary Copy to Yes.
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I_é‘BUJansnmware,net (Master Se... |! Search | Results |
NBU.ransomware.net (Master servel=| | action:

o @ Disk Reports

Backup, Archive, and Restore
Acthiy Monitor verity  [~]
? NetBackup Management N .
¢ [E]Reports Media Copies:
Status of Backups ® Media ID: Media host: |Cnpy 2 |v|
Client Backups Policy name:
e 3 2k - G 8
Images on Media O Disk Type: Disk pool: Policy bype:
B edi Logs [ [=][ || [<atl policy Typess [=]
2pe Aopare Media server: Path: Type of backup:

o @ Vault Reports [ I=l

Applications
d D

Server to use for backups and restores:

& Policies Client {host name):

¢ (= Storage s

Storage Units Inhunrau ne lvl
o @ Storage Unit Groups = | Date/Time Range Job Priority

(&g storage Lifecycle Policies From: (ot 27, 2022 11:21:02 .SE B [_] Override default priority
@® SLP Windows e
Catalog To:  [oct 30, 202211:50:50 A [ Job Priarity

12 Host Properties LY (higher number is greater priority)
aMasterSemrs tise h .
&8 Clients Seareh oy

|NBU.ransomware.net

Edit Server List ‘

Source client for restores:

Destination client for restores:

|nbuora.ransomware. net

Policy type for restores:

Istandard

Edit Client List H Refresh

Search ¥M Clients ‘

Eile Edit View Actions Help
‘ = - 29

| [«] =[] SR

Login Activity

NBU.ransomware.net (Master Se... |{ kup server:

Source client:

Destination client: Policy type: =]

|'E NBU. ransomware.net (Master Server 4| | NBU.ransomware.net nbuora.ransomware.net nbuora. e.net Standard
Backup, Archive, and Restore Backup Files | Restore Files | Task Progress |
Activity Monitor
? NetBackup Management Restore type:
? [E) Reports Normal Backups ﬂ
@ status of Backups
& client Backups Keyword phrase: @ Start date: End date: =]
A Problems <none> Oct 28, 2022 5:56:25AM  Oct 28, 2022 5:56:25 AM
All Log Entries Browse directory: b
Elmages on Media b 1 &) @E
Media Logs Directory Structure a
$- &8 Tepe Rapoits .‘ ry of directory Search [¥]
o @] Disk Reports &l Name | Backup Date |Size(Bytes)  Modified | Schedule Type | Policy | Image Format | Data Mover
o @ vault Reports EE linux_FS Oct 28, 2022 5:56:25 AM Oct 28, 2022 ... Full Backup standard_nbuclient Snapshot VSO
Policies
¢ (=) Storage
[l Storane Lot
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Contents of selected directory Search
MName \ Backup Date | S\ze(Bytes)J Modified [ Schedule Type [ Policy ] Image Format Data Mover
[ linux_FS Oct 28, 2022 5:56:25 AM Oct 28, 2022 ... Full Backup standard_nbuclient Snapshot V&0

4. Select Restore everything to its original location.

E Restore Marked Files@NBU.ransomware.net

' General

Destination
® Restore everything to its original location.

() Restore everything to a different location (maintaining existing structure).
E Destination:
1]

() Restore individual directories and files to different locations.

Source \ Destination Backup Date | Modified
i Oct 28, 2022 5:56:25 AM Oct 28, 2022 6:3%:50 AM
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5. Verify that the restoration is happening from copy 2.

( Bacliup Files | Restore Files Task Progress ]

Tasks Performed by
Job Id | Task Date

E 614 Restore Oct 13, 2022 12:17:27 AM Successful

615 Restore Oct 13, 2022 12:24:52 AM Successful

@618 Restore Oct 13, 2022 11:39:48 AM Successful

782 Restore Oct 30, 2022 11:24:32 PM In Progress

K]
Results of the Task Selected Above
@ ¥| Auto Refresh Rate {seconds): 10]

[Progress log filename : /usrfopenv/netbackup/logs/user_ops/root/logs/jbp-2544066718661871279900000001 4-CKqi6k.log Restore Job Id=782
Restore started 10/30/2022 23;23:38

3:295: 07 (?BZ »w) Fuund (23 files in (l) |mages for Restorejnb ID 782500
- iles f ob 1D 782 a0

I!, ,2&34 (zﬂzao Resturtng from mm; 2 of image ¢ :rsatad Fri 28 Oct 2022 05:56:25 AM EDT from policy standard_nbuclient

& 782 Restore Oct 30, 2022 11:24:32 PM Successful

T

Results of the Task Selected Above

ﬁ o Refresh Rate { or

Progress log filename : jusrfopenv/nethackup/logs/user_ops/root/logs/jbp-2544066718661871279900000001 4-CKqi6k.log Restore Job Id=782

Restore started 10/30/2022 23:23:38

23:28:03 (782.001) Ignoring RESTORE_FIFO_ABORT for restore operation

23:29:14 (782.001) flinux_FS/

23:29:14 (782,001) Directory flinux_FS/f exists, Keeping it

23:29:14 (782.001) Jinw_ FSJ‘fJIe _text.bd

23:29:14 (782.001) INF - TAR EXITING WITH STATUS = 0

23:29:14 (782.001) INF - TAR RESTORED 1 OF 2 FILES SUCCESSFULLY

23:29:14 (782.001) INF - TAR KEPT 1 EXISTING FILES

23:29:14 (782.001) INF - TAR PARTIALLY RESTORED O FILES X

[23:29:14 (782.001) Status of restore from copy 2 of image created Fri 28 Oct 2022 05:56:25 AM EDT = the requested operation was successfully completed

After restoration, file_text.txt is restored on the destination server.

[root@nbuora lwnux FS]# 1ls -Llrt
total ©
[root@nbuora lwnux FS]# 1ls -Llrt
total 4

-rw-r—r—. 1 root root 45 Oct 28 02:43 file text.txt
[root@nbuora linux FS]# date

Sun Oct 30 20:29:42 PDT 2022

[root@nbuora linux FSJ# |
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Restoring from HCP for Cloud Scale

Even if a file is deleted or corrupted from the MSDP pool by cyber criminals, you can still restore it
from the MSDP-C pool because of WORM feature. However, the file cannot be deleted from HCP for
Cloud Scale if it is within the retention period.

To recover the destroyed file from the immutable bucket, complete the following steps:
There is no file in the client or destination server before restoration.

[ root@nbuora HCPCS |#

total @

[ root@nbuora HCPCS |#

S1Llinux FS/HCPCS
[ root@nbuora HCPCS |#

1. Set the copy 3 image as primary copy.

[ Search | Results
Action:
Verify -
Media Copies: |
) Media ID: Media host: }Cnpy 3 |-
‘ Policy name:
i N i:AII Policiess .2
® Disk Type: Disk poaol: ol g
lPureDisk - | |<All> | [zan Policy Types> |+
Volume: @Vg_rify... backup: T
‘ <All>
¥ Expire... Delt=  gst name):
8 Initiate Import... ransomware.net %
Date/Time Range T rity
From: [oct 26, 2022 4:20:06 AN [ “L,-geride default priority
To: oct 29, 2022 11:59:59 F‘—{ M B3 Copy To Clipboard cul-c
Columns 4 l
%, sort... ;
TR Help | Search Now
# Find...
! Search Results: 1 backup image(s) found (1 selected) 7 Filter... Cti =
| Backup ID Date P fORM Unlock Time  |Primary Copy/Media Serverl  Expiration Date \mmutab'ej
|nbucra.ransomware.net_1666950985 Oct 28, 2022 5:56:25 AM standard_fbuclient Tull Nov1ll, 2022 5:50:02 AM No NBUMEDIA.... Nov 11, 2022 4:5... Yes @aaaaw
Search Results: 1 backup image(s) found (0 selected) =
Backup ID Date Policy Schedule Name WORM Unlock Time  |Primary CopyMedia Serverl Expiration Date | Immutable |
%nhum a.ransomware.net_1666950885 Oct 28, 2022 5:56:25 AM standard_nbuclient full Nov 11, 2022 5:50:02 AM Yes NBUMEDIA.... Now 11, 2022 4:5... Yes @aaaaw

2. Select Restore everything to a different location and then select the destination location.
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U.ransomware.net

' General

Destination
0 Restore everything to its original location.
® Restore everything to a different location {(maintaining existing structure).

Destination:
[flinw FSHCPCS/

() Restore individual directories and files to different locations.

Source | Destination \ Backup Date [ Modified
/ Oct 28, 2022 5:56:25 AM Oct 28, 2022 6:39:50 AM
| Change Selected Destination(s)... | | Change All Destinations...
| Add Destination... || Remave Selected Destination(s)

() Create and restore to a new virtual hard disk file.

Setting
Options Media Server

[_| Overwrite existing files {Default) i'

[ Restore directories without crossing mount points

ORe.

re without access-control attributes {(Windows clients only}

Restoration is completed successfully from copy 3.
783 [Restore |Oct 31, 2022 12:36:44 AM Successful

Kl i >

Results of the Task Selected Above

[J Auto Refresh Rate {seconds}):

Progress log filename : fusrfopenvinetbackup/logs/user_ops/root/logs/jop-11857667190949820536000000027-FgNfBV.log Restore Job Id=783
Restore started 10/31/2022 00:35:49

00:42:36 (783.001) Jlinux_FS/

00:42:36 (783.001) Changed /linux_FS/ to Jlinux_FS/HCPCS/inuwi_FS/

00:42:36 (783,001) Ainux_FSfile_text.txt

00:42:36 (783.001) Changed /linux_FSfile_text.txt to Ainux_FS/HCPCS/linux_FSHile_text.t:d

00:42:36 (783.001) INF - TAR EXITING WITH STATUS = 0

00:42:36 (783.001) INF - TAR RESTORED 2 OF 2 FILES SUCCESSFULLY

00:42:36 (783.001) INF - TAR KEPT 0 EXISTING FILES

00:42:36 (783.001) INF - TAR PARTIALLY RESTORED 0 FILES

00:42:36 (783,001 | Status of restore from copy 3 of ima

After the file is restored, it is visible from the client or destination server end.
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[ root@nbuora
/1nux_ FS/HC
[ root@nbuora
total ©

HCPCS ]# pwd
C‘.
CS]# 1s

drwxr-xr-x.

2 root

root

[ root@nbuora HCPCS ]# cd

-lrt

27 Oct 28 02:43 Lun

Llinux FS

[root@nbuora linux FS]# 1s
file text.txt

[root@nbuora linux FS]#
/1inux_ FS/HCPCS/11inux_FS
[root@nbuora linux FS]#

pwd

Point in time restore

To perform a point-in-time restore, complete the following steps:

1.

Set the copy 1 image as the primary copy. According to SLP, copy 1 is snapshot copy.

NBU.ransomware.net {Master Se...

{| search | Results

8 NBU.ransomware.net (Master Server ~

© status of Backups
client Backups

& Problems

& All Log Entries

& Images on Media

[ Media Logs

o g Tape Reports

o (] Disk Reports

o @) vault Reports

@ Policies

5 storage
(=) Storage Units

o & Storage Unit Groups

(&g storage Lifecycle Policies

@ sLP windows

Action:
Verify

Media
® Media ID:
[<at>

Media host:

Disk Type:

Date/Time Range
From: oct 27, 2022 11:21:02 P [

To:  [oct 30, 2022 11:59:59 A—| (3

Copies:
Copy 1

Policy name:

<All Policies>
Policy type:

<All Policy Typess
Type of backup:

Client {host name):
nbuora.ransomware.net
Job Priority
Override default priority

¥ Expire...

= Set Primary Copy
B gupl§ To Clipboard

Columns »

i Media Servers sort... Help Search Now
Ezgchmg 4 Find... = —
o [B Applications . i
¢ 5 Media and Device Management Search Results: 1 backup image(s) found (1 selected) Y Filter... =4
i Backup ID Date Policy Schedule Name | WORM Unlock Time : r Media ID
nbuora,ransomware.net_1666950985 Oct 28, 2022 5:56:25 AM _ standard_nbuclient full o rugrerTansemware.net  /inux_FS
2. Select the policy type as Point in Time Rollback.
NetBackup server: Source client: Destination client: Policy type: ot
NBU.ransomware.net nbuora.ransomware.net nbuora.ransomware.net Standard
Backup Files Restore Files | Task Progress
Restore type:
Point in Time Rollback |v
eyword phrase: Start date: End date:
<none: Oct 28, 2022 5:56:25 AM  Oct 28, 2022 5:56:25 AM
Browse directory: 4 |
¥ . Bl
Directory Structure Contents of selected directory Y
Narme Backup Date Size(Bytes)|  Modified Schedule Type Policy Image Format Data Mover |

All eligible snapsh
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NetBackug senver e cliant: Destinati jent: p
NBLU.rans

| Backup H

E Date Range@NBU.ransomware.net

Point in Time Rollback Backup Images

Backup Date Expires ] Files

Oct 28, 2022 5:56:25 AM Nov 11, 2...

Keyword B |oct 18, 2022 2:59:32 AM  Nov 1, 2022
<noneé> B |oct18, 20221:12:51 AM  Nov 1, 2022
Browse dil [oct 17, 2022 6:44:46 AM  Oct 31, 2.,

Sep 29, 2022 4:42:34 AM Dec 31, 3...
Directorf] [Sep 29, 2022 4:36:26 AM Dec 31, 3...
o (G 7 B [Sep 23. 2022 1:49:00 PM Dec 31, 3...
Sep 23, 2022 1:20:56 PM  Dec 31, 3...
Sep 23, 2022 1:09:41 PM Dec 31, 3...
Sep 23, 2022 12:11:55 PM Dec 31, 3...
Sep 23, 2022 4:46:12 AM Dec 31, 3...
Sep 23, 2022 4:39:39 AM Dec 31, 3..,
Sep 23, 2022 4:09:40 AM Dec 31, 3..,
Sep 22, 2022 6:00:00 PM Dec 31, 3...
Sep 22, 2022 7:07:15 AM  Dec 31, 3...
Sep 21, 2022 6:44:21 PM Dec 31, 3...
Sep 20, 2022 11:05:42 PM Dec 31, 2...

e AN AANN 1A AR A DL B a1~

Size(kB) |Compress...| Schedui‘..l Policy \\ntelllge...ikeword...| |
32 No Full Back... standard... No |~

32 No Full Back... standard... No
32 No Full Back... test_malw... No
32 Mo Full Back... test_malw... No
32996 No Full Back... standard... No
32996 No Full Back... standard... No
25275836 No Full Back... Linux No
25275648 No Different... Linux No
25275640 No Full Back... Linux No
25275600 No Full Back... Linux No
14448976 No Full Back... Linux No
14448924 No Full Back... Linux No
14448860 No Full Back... Linux No
14415508 No Different... Linux No
14393568 No Different... Linux No
33000 No Different... Linux No
60752 No Full Back... Linux No

ATEN KL ks, A ¥l

B = - H - EENRNNNEER NN R

Only one image can be selected from the list of Point in Time Rollback images above.

Select the correct image.
Click OK.
Select Skip verification and force rollback.

Select Force rollback even if it destroys later snapshots.
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" General

Destination
@ Restore everything to its original location.

) Restore everything to a different location {(maintaining existing structure).

Destination:

J Restore individual directories and files to different locations.

Source Destination } Backup Date I Modified
Oct 28, 2022 5:56:25 AM Oct 28, 2022 5:43:59 AM

dlinu_FS/

‘ Change Selected Destination(s)... | ‘ Change All Destinations...

Add Destination... | ‘ Remove Selected Destination{s)

() Create and restore to a new virtual hard disk file.

Setting

Options Media Server
Skip verification and force rollback |(l)efault) |~4
[] Restore directories without crossing mount points

[JRestore without access-control attributes {(Windows clienfs only)

[1Rename hard links [] override default priority
] Rename soft links Job Priority
Force rollback even if it destroys later snapshots {higher number is greater priority)

[l Force rollback even if it destroys the consistency group's state on the storage array

Verify that the restoration is happening from copy 1.

784 [Restore [Oct 31, 2022 1:37:50 AM Successful

| -

Results of the Task Selected Above

[J Auto Refresh Rate {seconds):

Progress log filename : /usr/openvinetbackup/ogs/user_ops/root/logs/jbp-118576671946093881 640000001 20-CHx6uu.log Restore Job Id=784

Restore started 10/31/2022 01:36:49

01:42:18 (784.500¢) Found (2) files in (1) images for Restore Job ID 784.)60¢

101:42:27 (784.:0¢¢) Searched (2) files of (2) files for Restore Job ID 784.506¢

01:42:27 (784,00]) Restoring from copy 1 of image created Fri 26 Oct 2022 05:56:25 AM EDT from policy standard_nbuclient

01:43:25 (784.00 ~Telected Path inue_FS, Copy 1, Fragment I

01:43:25 (784.001) INF - Connect to hostname=NBU.ransomware.net, port=0, IPC="fusrfopervivaritmp/mnet-23476667194947582527000000004-qPvP7K".
101:43:25 (784,001) INF - Data socket to NBU.ransomware,net is connected, fd 4

101:43:25 (784.001) INF - BPPFI EXITING WITH STATUS = 0

01:46:40 (784.001) INF - ROLLED BACK /linux_FS SUCCESSFULLY

01:46:58 (784.001) Status of restore from copy 1 of image created Fri 28 Oct 2022 05:56:25 AM EDT = the requested operation was successfully completed

After restoration, the server is recovered by the snapshot.
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[ root@buora ~]# cd /lwux FS/
[ root@buora lwnux FS]# 1s

file text.txt

[ root@buora lwnux FS]# 1s -1rt
total 4

-rw-r—r—. 1 root root 45 Oct 28 02:43 file text.txt
[ root@buora lwux FS]# date

Sun Oct 30 22:48:25 PDT 2022

[root@nbuora linux FSJ# |
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NetBackup and Hitachi Cyber Security

Capabilities

This section describes cyber security in every stage of the solution and how every engine follows the
five pillars (Identify, Protect, Detect, Respond, and Recover) of NIST cyber security framework.

Testing consists of the following high-level steps:

Verifying Anomaly Detection during Backup

Verifying Malware detection after Backup and before Restore Manually

Data Protection Within Retention Period

Verifying Anomaly Detection during Backup

The Veritas NetBackup Anomaly Detection Engine helps to identify any unusual patterns during

backup. For instance, Anomaly Detection starts if you schedule backups of one folder or directory
every day or a particular folder or directory gets affected by size or file count or some unexpected
changes are happening in NetBackup.

Complete the following steps:

1.

To train the Anomaly detection, run the backup multiple times.

30 Jobs {0 Queued 0 Active 0 Waiting for Retry 0 Suspended 0 Incomplete 30 Done - 20 selected) \Ei W |
Job Id Job Policy Job Schedule Client Media Se...| Start Tin

* 722 Backup Done 0 test_malware full nbuora.ransomware.net NBUMEDI,., Oct 25, 2022 11;
X 721 Eﬁckup Done Otest_malware full nbuora.ransomware.net NBUMEDL.. Oct 25, 2022 11
X 720 Backup Done 0 test_malware full nbuora.ransomware. net NBUMEDL... Oct 25, 2022 11:
1% 719 Backup Done 0 test_malware full nbuora.ransomware.net NBUMEDI... Oct 25, 2022 11;
b4 718 Backup Done 0 test_malware full nbuora.ransomware.net NBUMEDI... Oct 25, 2022 113
.4 717 Backup Done 0 test_malware full nhuora.ransomware.net NBUMEDI... Oct 25, 2022 11}
.4 716 Backup Done 0 test_malware full nbuora.ransomware.net NBUMEDL... Oct 25, 2022 11
X 715 Backup Done 0 test_malware full nbuora.ransomware.net NBUMEDI... Oct 25, 2022 11;
b4 714 Backup Done O test_malware full nbuora.ransomware.net NBUMEDI... Oct 25, 2022 11;
X 713 Backup Done 0test_malware full nbuora.ransomware.net NBUMEDL.., Oct 25, 2022 11¢
X 712 Backup Done 0 test_malware full nbuora.ransomware.net NBUMEDI... Oct 25, 2022 11;
* 711 Backup Done 0 test_malware full nbuora.ransomware.net NBUMEDI... Oct 25, 2022 11
b4 710 Backup Done 0 test_malware full nbuora.ransomware.net NBUMEDI... Oct 25, 2022 11;
b 709 Backup Done 0 test_malware full nbuora,ransomware.net NBUMED!... Oct 25, 2022 11;
X 708 Backup Done 0 test_malware full nbuora,ransomware.net NBUMEDI... Oct 25, 2022 11{
| 707 Backup Done 0 test_malware full nbuora.ransomware.net NBUMEDI.., Oct 25, 2022 11;
X 706 Backup Done 0 test_malware full nbuora,ransomware.net NBUMED!.., Oct 25, 2022 11
X 705 Backup Done 0 test_malware full nbuora,ransomware.net NBUMEDL... Oct 25, 202211
.4 704 Backup Done 0 test_malware full nbuora.ransomware.net NBUMEDL... Oct 25, 2022 11
b4 703 Backup |Done 0 test_malware full nbuora.ransomware.net NBUMEDI... Oct 25, 2022 11;

Wait for 15 minutes to gather the data.

To make changes and take multiple backups again, increase the file size and file counts.

Anomaly detection matches the new data with the previous data for the same location. Based

on the differences, it shows an alert.
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Anomaly detection Anomaly detection settings
Q v & & O~
D Job ID Client ne Policy ty Count Score Anomaly Anomaly su Receivec J» Reviews Policy n¢ Schedule Schedult =
> D@ 731 nbuora.ran.. Standard 1 47 Low Backup fil Oct 26,2027 Notreview.. test_malw. full FULL H
> El 733 nbuora.ran.. Standard 1 47 Low Backup fil Oct 26,2022 Notreview.. test_malw. full FULL H
> I:l 732 nbuora.ran.. Standard 1 47 Low Backup fil Oct 26,2022 Notreview.. test_malw. full FULL H
> D 734 nbuora.ran.. Standard 1 4.7 Low Backup fil..  Oct 26,2022 Notreview.. test_malw. full FULL :
> D 736 nbuora.ran.. Standard 1 47 Low Backup fil..  Oct26,202Z Notreview.. test_malw. full FULL H
1 > L]l 735 nbuora.ran.. Standard 1 47 Low Backup fil.  0ct26,2027 Notreview.. test.malw.. full FULL H

The following image shows the job details and provides the Anomaly severity:

Anomaly detection Anomaly detection settings
Q v £ & @O~
D Job ID Client ne Policy ty Count Score Anomaly Anomaly su Receivec J, Review s Policy n: Schedule Scheduli
v ] 762 nbuora.ran..  Standard 4 11.36 Medium Anomalyi..  0ct26,2022 Notreview.. testmalw.. full FULL H
Anomaly detected on job 762
Job ID Client name Policy name Policy type
762 nbuora.ransomware.net test_malware Standard
Schedule name Schedule type Review status Backup ID
full FULL Not reviewed nbuora.ransomware.net_1666762
275
Anomaly ID Anomaly severity
762_1666762275 Medium
Anomaly details Mark as ignore ‘ [ Confirm as anomaly ‘ ’ Report as false positive
Anomaly: Backup files count Anomaly: Data transferred Anomaly: Image size Anomaly: Total time
80002 (Usual: 1-2) 195.344 MB (Usual: 0.031 MB - 195.344 MB (Usual: 0.031 MB - 1177 Seconds (Usual: 70 Seconds
0.031 MB) 0.031 MB) -1144 Seconds)
To respond to a particular alert, select from the following options:
e Mark as ignore:
> |:| 763 nbuora.ran.. Standard 4 11.36 Medium Anomaly i... | Oct 26, 2024 Ignore test_malw...  full FULL  §
e Confirm as anomaly:
D Job ID Client ne Policy ty Count Score Anomaly Anomaly su| Receivec |, | Review status Policy n: Schedult Schet
> D 762 nbuora.ran...  Standard 4 11.36 Medium Anomaly i.. | Oct 26,2022 | Anomaly test_malw.. full FULL H
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Report as false positive:

Report as false positive

Report this anomaly as a false positive and do not show similar anomalies in the future.

Note: Anomaly Detection is working for backups and not for snapshots.

Verifying Malware detection after Backup and before
Restore Manually

NetBackup Malware scanner detects virus-infected files after Backup and before recovery. You can
schedule a particular time after the scheduled backup completion or scan manually at any point of
time for all backup images or any images before recovery.

NetBackup Malware Scanner Test with Non-affected files

1. Set the backup image as the primary copy to scan.

2. Set copy 2 as the primary copy.

e.net {Master Se...

| search | Results |

NBU.
NBU.ransomware. net (Master Server)

o & Devices
o § credentials
¢ E§ Security Management
& Security Events
®m Host Management.
o [[] Certificate Management
4y Global Security Settings
& Access Management
¢ If Deployment Management
2 Deployment Policies
o &3 vault Management

Logging Assistant

[ % Bare Metal Restore Managernent | |

- | Action:
88 Backup. Archive, and Restore ]
Il Actiity Monitor |lveary |~
+ B NetBack 5 -
o [£] Reports s [Media Copies:
Policies || ® Media ID: Media host: |Cnpy 2 |'|
o =) storage . s
- |[<an> [lfcnn media | | Policy name:
o &8 Host Properties ] i S § |<all Policies> [~]
o [ Applications || © pisk Type: Disk pool: Policy type:
¢ B9 Media and Device Management | | Ipummsk [= ” I= |
39 Device Monitor | [<all Policy Types> I~]
o B8 Media i| IMedia server: Path:

|z [

Type of backup:
E T

[ e

Client {host name):

[nbunra.ransnmware.net

| Date/Time Range

|| From: [oct 27, 2022 4:20:06 AN 3
||To:  [oct 31, 2022 11:50:50 A ER

“Job Priority

] override default priority
Job Priority

thigher number is greater priority}

I

Policy

| schedule Name

Media Server Media ID

P
Inbuora.ransormware.net_1666950985 Oct 28, 2022 5:56:25 AM  standard_nbuclient full

WORM Unlock Time _|Primary Copy|
o

NBUMEDIA.ransormware.net @aaaai
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[l search

Results |
Action:
|Verify
Media
® Media ID:

Media host:
- ‘l
l Il

Disk Type: D

‘:AII)

[Purepisk [

ia ser

Date/Time Range -
From: [oct 27, 2022 4:20:06 AN [

Copies:

[copy2 =

Policy name:

|<all Policies> Jv

Palicy type:

;AII Policy Types:> ‘v
| & verify... & EEEEEE—__—————wwwh.——,————————_———_—_—_—_—_—_...
| &° Duplicate... :

‘ ¥ Expire... Delete  MeN: -
& Initiate Import... pyeare.nat b7
Import

[ﬁm‘i’et Primary Copy fault priority

Ta: | 202 150;
|oct 31, 2022 11:59:59 A [ B CopdTo Clipboard cor
tr is greater priority)
Columns »
e
| .. sart... Help Search Now
: - ¢4 Find... ci -
Search Results: 1 backup image(s]) found {1 selected} I ¥ Filter. o
Backup ID [ Date Policy |, - H Unlock Time _|Primary Copy| Media Server Media D
lear Filter =
nbuora.ransomware.net_1666950985 Oct 28, 2022 5:56:25 AM standard_nbuclit No NBUMEDIA ransomware.net @aaaai
No malware is detected.
- i
MALWARE DETECTION Last 48 hours v
Impacted Pendin In progress Failed
impacted i
3. Click Scan now.
(©f Veritas NetBackup 2 2 2 @
« Malware detection Malware detection settings
& storage ® scayow aQa Y £ M-
o= Storage configuration Client Backup time Scan result Backup type Date of scan 4 Malware scann Number of file Backup ID Scan host name
©) storage lifecycle policies nbuora.ransomw  October 18,20222: & Not impacted  Full October 18,2022 4 NetBackup Malwarc 0 nbuora.ransomwarc ~ scanhostransomw
8 catalog nbuora.ransomw  October 18,20221: € Failed Full October 18,2022 2;  NetBackup Malwarc 0 nbuora.ransomwarc  scanhostransomw  §
Detection and reporting nbuora.ransomw  October 18,20221: € Failed Full October 18,20222:  NetBackup Malwarc 0 nbuora.ransomwarc  scanhostransomw  §
™ Anomaly detection nbuora.ransomw  October 18,2022 1 Notimpacted  Full October 18,20222:  NetBackup Malwarc 0 nbuora.ransomware  scanhostransomw  §
& Malware detection nbuora.ransomw  October 17,20226: & Notimpacted  Full October 18,2022 1:  NetBackup Malwarc 0 nbuora.ransomware scanhost.ransomw H
lo” usage nbuora.ransomw  October 17,20226: (& Not impacted  Full October 18,2022 1:  NetBackup Malwarc 0 nbuora.ransomware  scanhost.ransomw. i
nbuora.ransomw  October 17,20226: &) Notimpacted  Full ‘October 17,2022 7:  NetBackup Malware 0 ‘nbuora.ransomware  scanhost.ransomw. i

4. Select the client name for scanning the backup images.
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Malware scan

Select a client to scan €

Q v & O+
Client Platform Policy type
@ nbuora.ransomware.net Linux Standard
5. Select the backup timeframe, Malware scanner host pool, and malware scan result status.
Malware scan b 4
Select the timeframe of backups
Start date and time:
10/27/2022 B 04:22:17 AM [c]
End date and time:
10/31/2022 11:59:59 PM [c]
Select a malware scanner host pool *
Malware_scanner Q
Select the malware scan result status for images to be scanned
Not scanned
Not impacted
) Impacted
@ Al
Scan task starts.
Client Backup time Sean result Backup type Date of scan J Malware scann Number of files Backup ID Scan host name
nbuora.ransomw  October 28,2022 5 0 Pending Full October 31,2022 4:  NetBackup Malware 0 nbuora.ransomwar¢  scanhost.ransomw
6. Verify the backup ID and backup time for the selected backup image.
Client Backup time Scan result Backup Date of scan 4 Malware scanner Number of Backup ID Scan host
nbuora.ransomware |October 28, 2022 @ In progress Full October 31,2022 4: NetBackup Malware Sc. 0 nbuora.ransomware.net_1666950985| scanhost.re
I

The Create-Mount operation is taking place.
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B Job Details: 785@NBU.ransomware.net

Job ID: 785 Job State: Active
[ Job Overview | Detailed Status | Job Hierarchy |

Job Type: Instant Access File List:

Backup Type: Create-Mount

Client: k :SPWS_MOUNT_%D=55_1656956985

SPWS_JOB_ID=55_1666950985
Master Server: NBU.ransomware.net

Job Policy:

Policy Type: Standard
Job Schedule:

Schedule Type:

Priority:
Oowner:
Group:
Compression:
Off-Host:

Start Time: Oct 31, 2022 4:25:46 AM
Elapsed Time: 00:04:37
End Time:

Retention:
!

Status:

Job ID: 785 Job State: Active
[ Job Overview | Detailed Status | Job Hierarchy |

=l
Attempt: =i Attempt Started: Oct 31, 2022 4:25:46 AM

Job PID: Attempt Elapsed: 00:04:37
Storage Unit: Attempt Ended:

Media Server: NBUMEDIA.ransomware.net KB/Sec:

Media Transport Type: LAN

Status:

Oct 31, 2022 4:25:46 AM - Info NBWMC (pid=1401} Creating instant access mount from Standard image nbuora.ransomware.net_1866950985 and copy number 2.
| Oct 31, 2022 4:25:46 AM - Info NEWMC (pid=1401) Storage server NBUMEDIA ransomware.net,

| 0ct 31, 2022 4:25:46 AM - Info NBWMC (pid=1401) The SPWS ID 55_1666950985.

Oct 31, 2022 4:25:46 AM - Info NBWMC (pid=1401} The NetBackup resource ID 8d7e4c75-ef05-4896-8d33-e6¢af567f7d.

| Oct 31, 2022 4:25:46 AM - Info NEWMC (pid=1401) Mount clients scanhost.ransomware.local.

MALWARE DETECTION Last 48 hours W

MNot

Impacted impacted

Pending In progress Failed

s
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Instant Access completed.

Job 1D: 785
[ Job Overview | Detailed Status | Job Hierarchy
Job Type: Instant Access File List:
Backup Type: Create-Mount
Client: SPWS_MOUNT_ID=55_1666950985

SPWS_JOB_ID=55_1666950985
Master Server: NBU.ransomware.net

Job Policy:

Policy Type: Standard
Job Schedule:

Schedule Type:

Priority:
Oowner:
Group:
Compression:
Off-Host:

Start Time: Oct 31, 2022 4:25:46 AM
Elapsed Time: 00:21:46

End Time: Oct 31, 2022 4:47:32 AM
Retention:

Job State:

Status:

1: (0) The requested operation was successfully completed.

Done {Successful)

Scan results:

After scanning, the scan result is not impacted.

Client Backup time Scan result Backup Date of scan Malware scann

Number of files Backup ID

Scan host

nbucra.ransomw October 28, 2022 5: Not impacted Full Qctober 31,2022 4:  NetBackup Malwart 0

nbuora.ransomware.net_1666950985

scanhost.r

MALWARE DETECTION

Not

Impacted impacted

Pending

In progress

Last 48 hours

Failed

W

The delete-mount task was started after scanning and completed successfully.
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NBU.ransomware.net

Job ID: 786 Job State:
[‘Job Overview | Detailed Status | Job Hierarchy

Done {Successful)

Job Type: Instant Access File List:
Backup Type: Delete-Mount
Client: SPWS_MOUNT_ID=55_1666950985

SPWS_JOB_ID=55_1666950885
Master Server: NBU.ransomware.net

Job Policy:

Policy Type: Standard
Job Schedule:

Schedule Type:

Priority:
Owner:
Group:
Compression:
Off-Host:

Start Time: Oct 31, 2022 4:59:25 AM
Elapsed Time: 00:00:07

End Time: Oct 31, 2022 4:59:32 AM
Retention:

Status:

1: (0) The requested operation was successfully completed.

NetBackup Malware Scanner Test with Virus affected files

We used the following virus affected files in this test case:

The following tests verify whether the file is affected or not.

&« ~ 4 &. > ThisPC > Local Disk (C:) v D
w? M o MName Date modified Type Size
test KB4 11/16/2022 11:52...  File folder
B This PC PerfLogs 5/19/2021 405 PM  File folder
R 3 114/2022 333 AL Fil der
¥ 3D Objects Program Files 11/14/2022 3:33 e folde
B Deskiop Program Files (x86) 11/14/2022 3:35 A...  File folder
temp 12/22/2022 12:01 .. File folder
= Documents e B
3 Users 9/30/2020 427 PM  File folder
Downloads
i WCLauncher 11/15/2022 1:44 PM  File folder
d Music Windows 11/14/2022 3:41 A File folder
= Pictures i eicar_com 12/22/2022 7:51 PM  Compressed (zipp.. 1KB
m Videos
% Local Disk (C)
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1.

Select the backup for the affected files

E Change Policy - windo ckup enet

B Server: NBU.ransomware.net

(assumption) and take a full backup.

[ Attributes | @ Schedules | 55 Clients | 6 Backup Selections |

Backup Selection List

@ ciieicar_com.zip

File jdit View Actions Help
ENRRC]:IEIENEIE Y

oz

X @ e ®” | E

E Manual Backup@MNBU.ransomware.net

NBU.ransomware.net {Master Se... : All Policies
B NBU.ransomware.net {Master Server) |
Backup, Archive, and Restore
Activity Monitor
? E NetBackup Management
o |=] Reports
a Policies
o (=] Storage
E Catalog
¢ 8@ Host Properties
B master Servers
B Media Servers
E§ Clients
o [ Applications
¢ B Media and Device Management
2 Device Monitor
o & Media
o E Devices
o & Credentials
¢ B Security Management
&) security Events
#g Host Management
o [[f] Certificate Management
%y Global Security Settings
@ Access Management
¢ B Deployment Management
Deployment Policies

n

NEU.ransomware.net (Master Se
| = & summary of Al Policies

o= standara
o @ windows_backup

5 Server: NBU.ransomware.net

Start backup of policy:

|winﬁows_backup

Select the schedule you want to use:
Differential-inc

Fullk

Select one or more clients you want to back up. If
you select no clients, all clients are backed up:

Win_client.ransomware.local

2. Perform malware scanning of the backup image.
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(© Veritas NetBackup”

Malware scan

£ RHV Select the timeframe of backups
& Saas Start date and time:
12/23/2022 8 01:30:11 AM [c]
® VMware
St End date and time:
orage
- 12/23/2022 £ 11:59:59 PM ®

&= Storage configuration

Select a malware scanner host pool *

0 Storage lifecycle policies

Malware_scanner Q
Catalog
Select the malware scan result status for images to be scanned

Detection and reporting
Not scanned

™ Anomaly detection Not impacted

I cted
@ Malware detection il
O Al
|#* Usage
Malware detection Malware detection setting:
N
@ Scan now Q ¥ T
Client Backup time Scan result Backup type Date of scan 4 Malware scann Number of files Backup ID Scan hos !
Win_clientransoi December 23, 2022 1:40 AM OPending Full December 23,2022 NetBackup Malwar: 0 Win_client.ransomv  scanhost H
Scanning is in progress.
Malware detection Malware detection settings
@ Scan now Q Y £ DO~
Client Backup time Scan result Backup Date of scan 4  Malware scanner Number of files Backup ID Scanh
Win_client.ransomware. December 23, 2022 1:40 AM @ In pligress Full December 23,202 NetBackup Malware Scanner 0 Win_clientrar scanho £
Win_client.ransomware. December 22, 2022 10:58 PM o Impacted Full December 22,202 NetBackup Malware Scanner 1 Win_clientrar scanho H

After the task is completed, the scan result shows “impacted” for both backup images.

Malware detection

@ Scan how

Client

Win_client.ransomware

Win_client.ransomware

Backup time

December 23, 2022 1:40 AM

December 22, 2022 10:58 PM

Scan result
o Impacted

@ Impacted

Backup

Full

Full

Dateof scan §  Malware scanner
December 23, 202

NetBackup Malware Scanner

December 22,202 NetBackup Malware Scanner

Number of files

1

1

Malware detection settings

Q v £ O~

Backup ID Spanh

Win_clientrar scanho

Win_clientrar scanho

3. To check the infected files, click View infected files.
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Malware detection Malware detection settings

@ Scan now Q X 2 [Mw
Client Backup time Scan result Backup Date of scan 4  Malware scanner Number of files Backup ID  Scan hos
Win_client.ransomware. December 23, 2022 1:40 AM 0 Impacted Full December 23,202 NetBackup Malware Scanner 1 Win_client.r scanhost
Win_client.ransomware. December 22, 2022 10:58 PM o Impacted Full December 22,202 NetBackup Malware Scanner 1 Win_cli Expire all copies

View infected files
Win_clientransomware. December 22, 2022 10:56 PM Not impacted Full December 22,202 NetBackup Malware Scanner 0 Win_gll “

It shows the virus affected files that have been manually created for the test.

Infected files x

/C/eicar_com.zip

You must expire the backup image copies manually when the scan result is impacted.

4. To expire the backup image copies manually, click Expire all copies.

@ Scan now Q Y & O~
Client Backup time Scan result Backup Dateof scan ¢  Malware scanner Number of files Backup ID  Scan hos
Win_client.ransomware. December 23, 2022 1:40 AM o Impacted Full December 23,202 NetBackup Malware Scanner 1 Win_client.r scanhost.
Win_client.ransomware. December 22, 2022 10:58 PM o Impacted Full December 22,202 NetBackup Malware Scanner 1 Win_client.r scanhost.
Win_client.ransomware. December 22, 2022 10:56 PM 4 Not impacted Full December 22,202 NetBackup Malware Scanner 0 Win_cll Expire a!p:OP‘es

View infected files
Win_client.ransomware. December 12, 2022 6:00 PM *4 Not impacted Differential December 12,202 NetBackup Malware Scanner 0 Win_cl

Expire all copies ) 4

Are you sure you want to expire all copies?

Cancel

Backup image is successfully expired.
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@  Successfully expired all copies.

@ Scan now Q Y 2 M-
Client Backup time Scan result Backup Dateof scan 4  Malware scanner Number of files Backup ID  Scan hos
Win_client.ransomware. December 23, 2022 1:40 AM o Impacted Full December 23,202 NetBackup Malware Scanner Win_client.r scanhost H
Win_clientransomware. | December 22, 2022 10:58 PM o Impacted Full December 22,202 NetBackup Malware Scanner Win_client.r scanhost H

After expiring the impacted files, they are removed from the catalog as well.

The following image shows the backup ID and backup time of the impacted files that are expired:

@ Scan now ‘ Q Y & M+
Client Backup ID Backup time Scan result Backup type Date of scan Malware scann Number of files
Win_client. Win_client.ransomware.local 1671777634  December 23, 2022 1:40 AM lepacted Full December 23,2022  NetBackup Malware 1 H
Win_client. | Win_client.ransomware.local_1671767888 December 22, 2022 10:58 PM Glmpacted Full December 22, 2022 NetBackup Malware 1 H

After expiration, the image is removed.
Eile Edit View Actions Help
gle - omaaaynohn v 8 ms ® 2 Login Activity ¥
NBU.ransomware.net {Master Se... ¢/ Search | Results
B NBU.ransomware.net (Master Server)
Backup, Archive, and Restore
%Actw\ty Monitor
3 B Nsts:;};;;; Management o oI
Policies @® Media ID: Media host: [primary copy v
o (=] Storage i @
= catalog feat> [l Polley pame: ‘
¢ & Host Properties = i - [<air policies> ~
g Master Servers  Disk Type: Diskpool Policy type:
B Media Servers ‘ =1l [<all Palicy Types» P
&5 Clients - cy Typ: |
o B applications Media server Path Type of backup:
¢ 59 Media and Device Management [ ‘ [ ‘
) Device Monitor =
o BB Modiia Client {host name): ‘

o [B Devices
o & Credentials
¢ B Security Management
&) Security Events
@ Host Management
o [[7] Certificate Management
y Global Security Settings
& Access Management
9 [P Deployment Management
% Deployment Policies
o @ Vault Management
- % Bare Metal Restore Management
Logging Assistant

Date/Time Range
From: [pec 22, 2022 = =3

To:  pec 23, 2022 11:59:59 i [

|win_client.ransomware.local

Job Priority

[ Override default priority

job Briority

thigher number is greater priority}

Help Search Now |

Backup ID
|r|_cI|ent.ransomware.lucal_l 671777634

Search Results: 2 backup image(s) found {1 selecte

in client.ransomware.local 1671767789 Dec 22 2022 10:56:29 PM

=

Date Folicy Schedule N..|  WORM Unlock Time _|Primary Copy Media Server Expiration Date
Dec 23, 2022 1:40:34 AM indows_backup  Full Yes MSDPC.ranso... Jan 6, 2023 1:40:34 AM
indows_backup  Full Yes MSDPC.ranso... Jan 5, 2023 10:56:29 PM

Backup ID Date Policy Schedule N| WORM Unlock Time | Primary Cupy{ Media Server | Expiration Date
win_client. ransomware.local 1671777634 Dec 23, 2022 1:40:34 AM __|windows_backup  Full Yes MSDPC.ranso... Jan 6, 2023 1:40:34 AM
Win_client. ransomware.local_1671767789 Dec 22, 2022 10:56:29 PM  windows_backup  Full Yes MSDPC.ranso... Jan 5, 2023 10:56:29 PM

Impacted files are removed and the remaining data is safe.
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Data Protection Within the Retention Period

This feature protects the backup data in HCP for Cloud Scale environments. Attackers cannot
modify or delete the backup data from an immutable bucket because it has an object locking feature
adding WORM (Write Once Read Many) properties to the protected data. In essence, nobody can
delete or change the backup images within the retention period.

Verify WORM lock Feature from NetBackup End

From Veritas NetBackup, set an expiration date for the backup image by completing the following
steps:

1. Verify the image with the WORM lock feature.

Action:
\Verify |-
Media Copies:
) Media ID: Media host: |Cnpy i |-
‘ [ Policy name:
|<AII Policies> [~
“- D|5I.<Type. ) .}le.-k pool: Bolicy e
}PureDlsk w || <All> - |<AII Policy Typess [+
Volume: Type of backup:
[t ~|
Client {host name):
|nbuura.ransumware.net i'
Date/Time Range = Job Priority
From: [oct 27, 2022 4:20:06 m.-—} o] __| Override default priority
To: Oct 28, 2022 11:59:59 A= E
Help Search Now
Search Results: 1 backup image(s) found {1 selected) =
i Backup ID Date Policy Schedule Name WORM Unlock Time | Primary CopyMedia Server  Expiration Date | Immutable] |
}nbuoraransomware.net_l666950955 Oct 28, 2022 5:56:25 AM standard_nbuclient full Nov 11, 2022 5:50:02 AM No NBUMEDIA.... Nov 11, 2022 4:5... [Yes |@aaaaw |
|
2. Expire the image.
Action:
Verify |+
Media Copies:
) Media ID: Media host: Copy 3 A
Policy name:
|<All Policiess -
. i . i 3 = |
Dusl-c Type: ) Disk pool: Bolicy bype: 7
|PureDisk | » | |<All> ¥ | [<all Policy Typess —
Volume: | ‘g Verify... - )
<All> - yupl .
| Expire... Deleta | )
& Initiate I#murt... =
Date/Time Range por
From: (oct 27, 2022 4:20:06 AM—| [ %, Set Primary Copy
To:  [oct 28, 2022 11:59:5¢ F—| [ | B copy To clipboard
columns . pEIOTItY
@ sort... Help | Search Now
& Find... J
T Search Results: 1 backup image(s) found (1 selected) [ T Filter. =
Backup ID Date Policy Schedule ; Filter [rimary Copy Media Server  Expiration Date |Immutable) |
nbuora,ransomware.net_1666950985 Oct 28, 2022 5:56:25 AM standard_nbuclient full o EvzE-gra e a0 MNBUMEDIA... Nov 11, 2022 4:5... Yes @aaaaw |

After you expire the image, the following error shows up:
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Action:

[verify [~
Media Copies:
) Media ID: Media host: Copy 3 ‘v
l I NBU.ransomware.net
- — ‘v
® Disk Type:
5 -- The expiration of images is irrevocable. 1
PureDisk P 9 !
| -- Any searches performed while expiration is in progress "
Media server: could be invalid.
I -- The number of remaining images to be expired can be
seen on the status bar below.
--For the selected image, all associated images that
collectively form a distinct recovery point of a given NAS re.net -

volume will also expire.

Date/Time Range
From: |oct 27, 2022 4:20:06 Al Would you like to expire the selected images? It priority
To: Oct 28, 2022 11:59:59 Py

greater priarity)

- M
;m— Help Search Now

Search Results: 1 backup image(s) found (1 selected)} =
_ BackupiD Date Policy Schedule Name| WORM Unlock Time | Primary Cogyj_Mgdla Se_rvgrf Expiration Date | Immutable;
nbuora,ransomware.net_1666950985 Oct 28, 2022 5:56:25 AM standard_nbuclient full Nov 11, 2022 5:50:02 AM No NBUMEDIA.... Nov 11, 2022 4:5... Yes @aaaaw

WORM is working and is not giving permission to expire the image.

E Image Expire Error@NBU.ransomware.net

Backup ID Copy Number Error Message
nbuora.ransomware.net_1666950985 3 Expiration for Open Storage WORM cannot be shortened. (2530)

Data is safe in HCP for Cloud Scale. No one can delete the backup data within the retention
period, and you can recover the data without any trouble.

Backup ID J Date Folicy Schedule N‘ WORM Unlock Time iPrlmary Cupy{ Media Server Expiration Date | \mmutahlel I
'lqugr_a:rgngqr[w\@rs:ggt 1666950985 |Oct 28, 2022 5:56:25 AM standard_nbuclient full Now 11, 2022 5:50:02 AM Yes NBUMEDIA.ran... Nov 11, 2022 4:5... Yes @aaaawi
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Limitations and Troubleshooting

Limitations

The following lists the limitations of NetBackup malware scanner:
o NetBackup Malware scanner (version 10.0) has no access to MSDP-C backup images.

o NetBackup Malware scanner can only scan standard and MS Windows policy types and is not
applicable for any other policy type.

Troubleshooting

e Error: Failed to connect to the scan host.

e s @

(@) Veritas NetBackup”

Malware detection Malware detection settings
& Saas @ Scan now Q Y & DMv
@ VMware Client Backup time J Scan result Backup type Date of scan Malware scann Number of files Backup ID Scan host name
nbu.ransomware  August 25, 2022 4:4 QFa August 25, 2022 5= NetBackup Malwarc 0 nbu.ransomware.ne  scanhost.ransomw

& Storage

= storage configuration nbu.ransomware August 25,2022 44 ) Failed Full August 25,2022 4:¢  NetBackup Malwarc 0 nbu.ransomware.ne  scanhost.ransomw
© Storage lifecycle policies nburansomware August24,202211 ) Failed Full August 25,2022 4:¢  NetBackup Malwarc 0 nbu.ransomware.ne  scanhost.ransomw
8 catalog nburansomware August24,202211 ) Failed Full August 25,2022 5:=  NetBackup Malwarc 0 nbu.ransomware.ne  scanhost.ransomw
5| EEsnar s nbu.ransomware August23,202212 ) Failed Full August23,202212  NetBackup Malwarc 0 nbu.ransomware.ne  scanhost.ransomw
[ Anomaly detection nbuora.ransomw  August19,202212 € Failed Full August 19,202212  NetBackup Malwarc 0 nbuora.ransomwarc - scanhost.ransomw
@ Malware detection nbuora.ransomw  August 16,2022 9:¢ ) Failed Full August 16,2022 11  NetBackup Malwarc 0 nbuora.ransomwarc - scanhost.ransomw
|o” Usage nbuora.ransomw  August 16,2022 9:¢ ) Failed Full August 16,2022 9:¢  NetBackup Malwarc 0 nbuora.ransomwarc - scanhost.ransomw
Credential management nbuora.ransomw  July 28,2022 9:16F € Failed Full August8,2022 3:0¢  NetBackup Malwarc 0 nbuora.ransomwarc - scanhost.ransomw

__nhuora ransomw__luly 022916 F £ Failed Eull uaust 11 2022 12 NetBackun Malware 0 nhuiora ransofnuiare [GseAhRGsH ransom H

Cause:

libnsl.so.1 was missing from the scan host.
Solution:

To allow the NetBackup malware detection utility to run on scan host, install the libnsl.so.1 library
on the scan host.

If the latest version of the libnsl library file is available (for example: /usr/lib64/libnsl.so.2), then,
as a workaround, you can create a softlink file /usr/lib64/libnsl.so.1 that points to
/usr/lib64/libnsl.so.2.

Example of creating a softlink file:

# cd /usr/libé64
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# 1n -sf libnsl.so.2 libnsl.so.1l
For reference, see:

https://www.veritas.com/content/support/en _US/article.100053050

Error: x509: certificate relies on legacy Common Name field, use SANs instead.

During HCP CS bucket creation from the NetBackup Media server, we received the following
error;

CreateS3Bucket: RequestError: send request failed

caused by: Put https://***/** x509: certificate relies on legacy Common Name field, use SANs
instead

createVolume: fail to create bucket: xzsb1

Error: cannot create volume: failed to create bucket

Cause:

Certificate issue between Veritas NetBackup and the cloud provider. NetBackup is unable to
create a bucket through SSL.

Solution:

1. While creating volumes in HCP for cloud scale, use “—disablessl” from the NetBackup media

server.
Master Server Properties: NBU.ransomware.net x
e =
%Hbre Transport S| Cloud Storage
Servers :
‘ =% Bandwidth | Cloud Storage:
‘ #2 Restore Failover, F lService Hostname / Auth...] Service Endpoint | Service Provider ] | Add...
B8 General Server ¥ :
‘ ® Port Ranges Add Cloud Storage x Change...
| & Media Remove
] W Timeouts [ General Settings | Region Settings |
B Client Attributes g g g
99 Distributed App Provider type: [Hitachi Content Platform for ... ||
& Firewall
@ Logging Service host: |hcpcs-shared.gpsecontent.local |
& Clean-up
@ NDMP Service endpoint: | ]
&y Access Control HTTP port: [so ‘
i unix server -
) Backup Host Pd HTTES port: [443 |
% VMware Access Storage server name: INBUMEDIA. ransomware.net |
) RHV Access Hog L
B NutanixAHV Acg Endpoint access style: |[Path Style | =] 4
24 Network Setting |
o Crecentel cc 1
- g Default Job Prio 1

While adding cloud storage in NetBackup, add http and https ports.
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2. After creating volumes from CLI, you can modify cloud storage settings from the NetBackup
Ul

3. To secure the data transfer process, enable the SSL setting for Data Transfer and save the
setting.

B Properties |
# Global Attributed
8] universal Setting
By Retontion Pg
3 Data Classi E Cloud Siorage Server ConfigurationZNBUransomwarened
l}., Fibre Trans
B servers
1 Bandwidth
&2 Restore Fal General Settings | Proxy Settings
B General Se | ;
® Port Range [#] Use S5L

Cloud Storage m

Cloud Storage:
Add...
Change...

| Advanced Server Configuration | Remowve

&) Timeouts _ Authentication Onky
By Client Attriby
Distributed & Data Transfer

&
ﬁ Firawall
G

Logging | Check Certificate Revocation
EF clean-up HTTP Headers:

Headear

W un Server
& Backup Hos
B vMware Ac

Change...
B Network Se
fia Credential
=& Default Job
& Enterprise \
E Lagin Banng
il resource U
&% Throttle Bar
5 Preferred N
iy Rosilient Mot
&8 sLP Parameters

ST Claud Starsma .

The data is safe in this solution.
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Conclusion

In conclusion, we’ve effectively demonstrated the full utilization of the NIST framework in a
comprehensive end-to-end cyber protection solution by combing the powerful technologies provided
in NetBackup, HCP for Cloud Scale, and VSP storage systems.

The integration of these technologies provides a robust and reliable data protection and

management system, ensuring the availability, confidentiality, and integrity of critical information
assets.
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